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Cautions and Warnings

A

A
A

SHOCK ELECTRIC SHOCK IS PRESENT
WITHIN THE UNIT.

THIS SYMBOL INDICATES THAT
CAUTION DANGEROUS VOLTAGE
RISK OF ELECTRIC CONSTITUTING A RISK OF

DO NOT OPEN

CAUTION: TO REDUCE THE RISK OF ELECTRIC
SHOCK, DO NOT REMOVE THE COVER.
NO USER-SERVICEABLE PARTS INSIDE.
REFER SERVICING TO QUALIFIED SERVICE
PERSONNEL.

THIS SYMBOL INDICATES THAT
IMPORTANT OPERATING AND
MAINTENANCE INSTRUCTIONS
ACCOMPANY THIS UNIT.

WARNING Use only with the supplied power adapter. The Ethernet
connection is not intended to be connected to an exposed (outside
plant) network.

CAUTION Thereis a risk of explosion if the battery is replaced by an
incorrect type. Dispose of used batteries in accordance with local laws.

CAUTION Installation and servicing should be performed only by
qualified and experienced technicians to conform to all local codes and to
maintain your warranty.

Regulatory Statements

FCC Compliance Statement

Information to the User: This equipment has been tested and found to comply with the
limits for a Class B digital device, pursuant to part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses, and can radiate radio frequency energy and, if
not installed and used in accordance with the instructions, may cause harmful interference
to radio communications. However, there is no guarantee that interference will not occur in
a particular installation.

If this equipment does cause harmfulinterference to radio or television reception, which can
be determined by turning the equipment off and on, the user is encouraged to try to correct
the interference by one or more of the following measures:

¢ Reorient or relocate the receiving antenna.

* Increase the separation between the equipment and receiver.

* Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

e Consult the dealer or an experienced radio/TV technician for help.

Note  Changes or modifications not expressly approved by the party responsible for
compliance could void the user’s authority to operate the equipment.

800-23287 - A-08/2017
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Canadian Compliance Statement

This Class B digital apparatus complies with Canadian ICES-003.
Cet appareil numérique de la Classe B est conforme a la norme NMB-003 du Canada.

Manufacturer’s Declaration of Conformance

North America

The equipment supplied with this guide conforms to UL 60950-1 and CSA C22.2 No. 60950-1.

Europe

The manufacturer declares that the equipment supplied is compliant with the European
Parliament and Council Directive on the restriction of the use of certain hazardous
substances in electrical and electronic equipment (2011/65/EU), Low Voltage Directive
(2014/35/EU), and the essential requirements of the EMC directive (2014/30/EU),
conforming to the requirements of standards EN 55032 for emissions, EN 50130-4 for
immunity, and EN 60950-1 for electrical equipment safety.

This is a Class B product. In a domestic environment this product may cause radio
interference in which case the user may be required to take adequate measures.

Waste Electrical and Electronic Equipment (WEEE)

Correct Disposal of this Product (applicable in the European Union and other
European countries with separate collection systems).

This product should be disposed of, at the end of its useful life, as per applicable
mmmm  local laws, regulations, and procedures.

Safety Instructions

Before operating or installing the unit, read and follow all instructions. After
installation, retain the safety and operating instructions for future reference

1. HEED WARNINGS - Adhere to all warnings on the unit and in the operating instructions.
2. INSTALLATION

. Install in accordance with the manufacturer’s instructions.

e Installation and servicing should be performed only by qualified and experienced
technicians to conform to all local codes and to maintain your warranty.

¢ Do notinstall the unitin an extremely hot or humid location, or in a place subject to
dust or mechanical vibration. The unit is not designed to be waterproof. Exposure to
rain or water may damage the unit.

e Anywallor ceiling mounting of the product should follow the manufacturer’s
instructions and use a mounting kit approved or recommended by the manufacturer.

3. POWER SOURCES - This product should be operated only from the type of power source
indicated on the marking label. If you are not sure of the type of power supplied to your
facility, consult your product dealer or local power company.

www.honeywell.com/security



4. HEAT - Situate away from items that produce heat or are heat sources such as radiators,
heat registers, stoves, or other products (including amplifiers).

5. WATER AND MOISTURE - Do not use this unit near water or in an unprotected outdoor
installation, or any area classified as a wet location.

6. MOUNTING SYSTEM - Use only with a mounting system recommended by the
manufacturer, or sold with the product.

7. ATTACHMENTS - Do not use attachments not recommended by the product
manufacturer as they may result in the risk of fire, electric shock, or injury to persons.

8. ACCESSORIES - Only use accessories specified by the manufacturer.

9. CLEANING - Do not use liquid cleaners or aerosol cleaners. Use a damp cloth for
cleaning.

10. SERVICING - Do not attempt to service this unit yourself as opening or removing covers
may expose you to dangerous voltage or other hazards. Refer all servicing to qualified
service personnel.

11. REPLACEMENT PARTS - When replacement parts are required, be sure the service
technician has used replacement parts specified by the manufacturer or have the same
characteristics as the original part. Unauthorized substitutions may result in fire, electric
shock or other hazards.

12. DAMAGE REQUIRING SERVICE - Unplug the unit from the outlet and refer servicing to
qualified service personnel under the following conditions:

e When the power supply cord or plug is damaged.
e Ifliquid has been spilled, or objects have fallen into the unit.
¢ Ifthe unit has been exposed to rain or water.

e Ifthe unit does not operate normally by following the operating instructions. Adjust
only those controls that are covered by the operating instructions as an improper
adjustment of other controls may result in damage and will often require extensive
work by a qualified technician to restore the unit to its normal operation.

e Ifthe unit has been dropped or the enclosure has been damaged.

e When the unit exhibits a distinct change in performance - this indicates a need for
service.

13. SAFETY CHECK - Upon completion of any service or repairs to this unit, ask the service
technician to perform safety checks to determine that the unit is in proper operating
condition.

Warranty and Service

Subject to the terms and conditions listed on the Product warranty, during the warranty
period Honeywell will repair or replace, at its sole option, free of charge, any defective
products returned prepaid.

In the event you have a problem with any Honeywell product, please call Customer Service at
1.800.323.4576 for assistance or to request a Return Merchandise Authorization (RMA)
number. Be sure to have the model number, serial number, and the nature of the problem
available for the technical service representative.

Prior authorization must be obtained for all returns, exchanges, or credits. Items shipped to
Honeywell without a clearly identified Return Merchandise Authorization (RMA) number
may be refused.

800-23287 - A-08/2017
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List of Symbols

The following table contains a list of symbols that may appear on the DVR:

Explanation

The WEEE symbol.

This symbol indicates that when the end-user wishes to discard this product,
it must be sent to separate collection facilities for recovery and recycling. By
separating this product from other household-type waste, the volume of waste
senttoincinerators or landfills will be reduced, and thus natural resources will
be conserved.

The UL compliance logo.

This logo indicates that the product has been tested and is listed by UL
(formerly Underwriters Laboratories).

The FCC compliance logo.

This logo indicates that the product conforms to Federal Communications
Commission compliance standards.

The direct current symbol.

This symbolindicates that the power input/output for the product is direct
current.

The alternating current symbol.

This symbol indicates that the power input/output for the product is
alternating current.

The RCM compliance logo.

This logo indicates that the product conforms with Australian RCM guidelines.

The CE compliance logo.

This logo indicates that the product conforms to the relevant
guidelines/standards for the European Union harmonization legislation.

The caution symbol.

This symbol indicates important information.

P AP ODAG 1|

The protective earth (ground) symbol.

This symbol indicates that the marked terminalis intended for connection to
the protective earth/grounding conductor.

www.honeywell.com/security
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About This Document

This document is intended for system installers, administrators, and operators of Honeywell
HRHQ DVRs.

Overview of Contents

This document contains the following chapters and appendixes:

e Chapter 1, Introduction, describes the front and rear panel layout and mouse functions.

e Chapter 2, Getting Started, describes how to connect the DVR and log in to its user
interface.

e Chapter 3, Viewing Live Video, describes the DVR’s real-time monitoring mode and
associated DVR operations, including controlling a PTZ camera (if connected).

e Chapter4, Playing Back Video, describes how to play back and export recorded video
and snapshots.

e Chapter 5, Configuring Camera Settings, describes how to configure camera image
settings, encoder settings, snapshot settings, privacy mask settings, camera name
settings, and channel type settings.

e Chapter 6, Configuring Network Settings, describes how to configure the DVR’s network
settings, including connection settings, email settings, FTP settings, registration
settings, and alarm center settings.

e Chapter 7, Configuring Event Settings, describes how to configure the DVR’s alarm
settings, including settings for motion detection, video loss, camera tampering, and
system events.

e Chapter 8, Configuring Storage Settings, describes how to configure the DVR’s storage
settings, including recording settings and HDD management settings.

e Chapter 9, Configuring System Settings, describes how to configure DVR system
settings, display settings, and user accounts; export and import configuration settings
to and from other DVRs; restore default settings; and upgrade the system firmware.

e Chapter 10, Viewing Information, describes how to view system, event, network, and log
information.

e Appendix A, Connecting Alarm Input/Outputs, provides guidelines for connecting alarm
inputs and outputs.

e Appendix B, Installing Hard Drives, provides instructions for installing HDDs.

800-23287 - A-08/2017
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Related Documents

The following related documents are supplied with the DVR:

e Performance Series HQA DVRs Quick Networking Guide (800-23284)
e Performance Series HQA DVRs Quick Installation Guide (800-23285) or Performance
Series HQA DVRs Quick Installation Guide (800-23288).

To view these documents online, visit the Performance Series HQA DVR product page at
www.honeywellvideo.com/products/video-systems/recording-devices/index.ntml.

www.honeywell.com/security



Introduction

This chapter contains the following sections:
Front and Rear Panel Layouts, page 15
Mouse Operation, page 19

Front and Rear Panel Layouts

4-channel DVR Front Panel

Honeywell

Name

Function

1 HDD indicator

Lights red when HDD error has occurred or when HDD capacity below specified threshold.

NET indicator

Lights red when a network error has occurred or when there is no network connection.

POWER indicator

Lights blue when the DVR is receiving power.

PN

USB 2.0 port

Connects USB devices (USB flash drive, mouse).

800-23287 - A-08/2017
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4-channel DVR Rear Panel

Name Function
1 Video in BNC connectors for HD-over-coax/CVBS video input
2 Audio in/out ports RCA connectors for audio input (microphone) and audio output (speaker, headphones)
3 VGA port VGA connector for analog video output
4 Power switch Switch for turning DVR on/off
5 Ground Ground terminal
6 HDMI port HDMI interface for transmitting high definition audio and video output
7 Network port RJ45 100M Ethernet interface for connecting to local area network (LAN)
8 RS485 port RS485 interface for connecting to RS485 devices (PTZ cameras)
9 USB 2.0 port USB 2.0 interface for connecting to USB device (mouse, USB flash drive, portable HDD)
10  Powerinput 12 VDC power input

www.honeywell.com/security
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8/16-channel DVR Front Panel

Honeywell

Name Function
1 HDD indicator Lights red when HDD error has occurred or when HDD capacity below specified threshold.
2 NET indicator Lights red when a network error has occurred or when there is no network connection.
3 Power button Turns DVR on/off.
4 IR receiver Receives IR signal from remote control.
5 SHIFT Text mode: Switches to uppercase letters.
6 FN Switches between function input and number/letter input.
Single-window live view mode: Displays Assistant function or configures image color.
Text mode: Deletes last entered character when pressed and held for 1.5 seconds.
HDD management: Switches HDD recording information.
7 Record button Live view mode: Starts/stops recording.
8 Play Previous button /0 Playback mode: Plays the previous video.
Text mode: Enters the number O.
9 Play Next button /9 Playback mode: Plays the next video.
Text mode: Enters the number 9.
10  Slow Play button/ 8 Playback mode: Plays back video at various speeds.
Text mode: Enters the number 8 or the letters T, U, or V.
11  FastForward button/ 7 Playback mode: Plays back video at various speeds.
Text mode: Enters the number 7 or the letters P, Q, R, or S.
12 Reverse/Pause button/6  Playback mode: Plays back video in reverse, pauses playback.
Text mode: Enters the number 6.
13 Play/Pause button /5 Playback mode: Plays back video, pauses playback.
Text mode: Enter the number 5 or letter J, K, or L.
14 ESC Live view mode: Returns to previous menu or cancels current operation.
Playback: Returns to live view mode.
15 Direction keys Menu setup: Navigate up and down, increase or decrease numbers.

(A4PVY)/1.234

PTZ mode: Call up the assistant function for the PTZ menu.
Text mode: Enter the numbers 1, 2, 3, or 4 or the letters A,B,C, D, E, F, G, H, or .

Enter

Menu setup: Confirms selection.
Go to Default.
Go to Menu.

800-23287 - A-08/2017
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8/16-channel DVR Rear Panel

9 10 1112 + 13 14 15 1N0INOZNOD)
+

1234

5 6 7 8 ciozos| (16—

VIDEO IN AUDIO IN T

* 16-channel DVR shown

@

Name Function
1 Video in BNC connectors for HD-over-coax/CVBS video input
2 Audio in/out RCA connectors for audio input (microphone) and output (speaker, headphones).
3 Network port RJ45 100M Ethernet interface for connecting to local area network (LAN)
4 RS485 port RS485 interface for connecting to RS485 devices (PTZ cameras)
5 VGA port VGA connector for analog video output
6 Power switch Switch for turning DVR on/off
7 Ground Ground terminal

8 HDMI port

HDMI interface for transmitting high definition audio and video output

9 USB 2.0 port

USB 2.0 interface for connecting to USB device (mouse, USB flash drive, portable HDD)

10 Powerinput

12V DC power input

www.honeywell.com/security
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Mouse Operation

Your Performance Series HQA DVR is optimized for mouse navigation. Use the supplied
mouse to set up the DVR.

Button Action

1 Left ¢ (Clickto select a menu option.
¢ Clickin text field to display on-screen keyboard.
¢ (Click on-screen keyboard to input letters/numbers.
¢ Inmulti-screen view, double-click to view the channel
full screen. Double-click again to exit full screen
mode.
¢ Double-click video filename to play video.

2 Right ¢ (Click to close menu window without saving changes.
¢ Click to exit main menu to return to live view screen.
¢ Click to open shortcut menu from live view screen.

3 Wheel ¢ Scrollup/down.

Using the On-Screen Keyboard

1.

To display the on-screen keyboard, click in a text box. The keyboard appears directly
below the text box.

TREFEHEEFFFCCI/— [EZF
W T RITERT  ([AEE

’,

(a (s (d (T (g n(j (Tl [Ener [(7(8(9
(z'(x(c (v (b (n(m[, ([ Shit = [(=(0(&

Click the key corresponding to the letter/number/special character that you want to
input in the text box.

e To switch between lowercase and uppercase letters, click Shift.
e Todelete the previous character, click the €—— key.
e Toinserta space, click the L1 key.

Click Enter to close the on-screen keyboard.

800-23287 - A-08/2017
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Getting Started

This chapter contains the following sections:

e Unpacking the DVR, page 21

e Connecting External Devices, page 22

e Starting the DVR, page 24

e Setting Up the DVR with the Startup Wizard, page 24

Unpacking the DVR

Before you set up the DVR, make sure that you have received the following items:

e Quick Installation Guide e CAT5e network cable

¢ Quick Networking Guide ¢ Terminal block connectors (x2, except
¢ Certificate Installation Guide for HRHQ1040L and HRHQ1080L)

e Software CD e Screws (x4 for 4-channel; x10 for

8-/16-channel)
¢ Power cable(s)

e Power adapter and cable
e Mouse

e Serial ATA (SATA) cable(s) (x1 for
4-channel; x2 for 8-/16-channel)

If any of the items listed above are missing or damaged, contact your Honeywell dealer
immediately.

800-23287 - A-08/2017
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Connecting External Devices

Step 1: Connect the cameras

Connect the coaxial cables from the cameras to the VIDEO IN connectors (1 Vp-p, 75 ohm).

Step 2: Connect the monitor

Connect a VGA cable (not supplied) to the VGA interface and/or an HDMI cable (not
supplied) to the HDMI interface. Connect the other end to a monitor (do not use a TV).
Simultaneous VGA and HDMI output is supported.

Step 3: Connect the mouse

Connect the supplied USB mouse to the USB 2.0 interface.

Step 4: Connect the Ethernet cable

Connect the supplied CAT5e Ethernet cable to the network port. Connect the otherend to a
router on your network.

Step 5: Connect audio devices (if applicable)

To record audio, connect the audio sources to the AUDIO IN connectors. To play audio,
connect an audio output device (low-impedance headphones, speaker, or amplifier) to the
AUDIO OUT connector (200 mV / 1 kilohm).

Step 6: Connect a PTZ camera (if applicable)

To communicate with a PTZ camera, connect it to the RS485 A and B input. Itis
recommended to use shielded twisted pair cable with the shielded layer used to connect to the
ground. The ground should be the same as for the DVR and the voltage between the Aand B
lines should be less than 5 V.

Step 7: Connect the power cable

Connect the supplied 12 VDC power adapter to the power input. Use of an uninterruptible
power supply (UPS) is strongly recommended.

www.honeywell.com/security
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Typical DVR Installation

The following diagram shows a typical DVR installation:

Honeywel
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Starting the DVR

1. Verify thatthe DVR is connected to an appropriate power source.

2. Turn on the power switch on the rear panel to start the DVR.

Note  The beep at startup is normal.

Setting Up the DVR with the Startup Wizard

The Startup Wizard opens by default when you turn on the DVR.

Startup Wizard

Welcome to use startup wizard.
This startup wizard will help you
set parameters. Click Next to

% Starup

Next | Cancel

Using the wizard, you can:

e Configure general settings (device name, number, language, video standard).
* Setthe date and time.

e Configure network settings.

e Linkyour HonView Touch smartphone app to the DVR.

e Configure video encoding settings.

e Setup arecording schedule.

Note If you want to bypass the wizard and go directly to live view, click Cancel.
To prevent Startup Wizard from opening the next time you start the DVR, clear
the Startup check box.

www.honeywell.com/security
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Using the Startup Wizard

1. Click Next Step to go to the System Login window.

SYSTEM LOGIN

User Name EETIID =

[ OK [ Cancel

2. Clickinside the Password box to display the on-screen keyboard, click the numbers 1,
2, 3, and 4 on the on-screen keyboard (1234 is the default admin password), and then
click Enter.

3. Click OKto go to the General window.

Device Name
Device No.

Language ENGLISH I~
Video Standard
HDD Full Owverwrite |

Pack Mode Time Length I~f60 Lyl

Instant Play min.

Iﬁ

R
E
¥ 0

Auto Logout min.

@ Navigation Bar
& Startup Wizard
Mouse Sensitivity

Validity period of pass...  EEEGE =y

Default [ Save [ Cancel [ Apply
Back Next

For more information about configuring settings in the General window, see
Configuring General System Settings on page 118.
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4. Click Next Step to go to the Network window.

Persion (D
MAC Address  Elei=a:{el ks Rclo

Mode @ STATIC O DHCP

IP Address 172 . 8 . 1 .33z NP
R

Subnet Mask 255 | 255 0
Default Gateway (2NN 1
Preferred DNS S D . 8

4

[

vy 50—

= LAN Download

[ Default [ Back Mext Cancel

For more information about configuring settings in the Network window, see
Configuring TCP/IP Settings on page 68.
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5. Click Next Step to go to the P2P window.

& Enable

Siaus

Device SN

2J018EFPAEFFIMO02

|  Back [ Next [ Cancel

For more information about P2P, see Connecting to the DVR Remotely on page 80.
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6. Click Next Step to go to the Encode window.

ENCCDE

Channel

Type Sub Stream1 Iv
Compression H.264H Iv

Smart Codec _
Resolution 3527288(CIF) 1
Frame Rate(FPS)
Bit Rate Type

| Frame Interval

Bit Rate(Kb/S) 320 I
Reference Bit Rate 256-3072Kb/S 32-640Kb/S
Audio/Video - 8 U

Audio Format G711a Audio Source [Keled:B I
[ Defaut [ Copy | Apply

[ Back [ Next

For more information about configuring settings in the Encode window, see
Configuring Encoding Settings on page 59.
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7. Click Next Step to go to the Schedule window.

Channel|[[lllIE) Pre-record [ sec.
®Regular EMD Oalarm  @mpsalarm  @intel
2 4 6 10 12 14 16 18 20 22 24

== E

o Al
™ Sunday

™ Monday

™ Wednesday
™ Thursday

O Friday

0
E
£
™ Tuesday [
=
E
E
l f

E=ss=s EEES:
SSs=== sS=E=====
EEEEoeE —EsEsssss
ESSS==S SSEESSSEE
ES=Ess= [ESE=EmE.
S=Es== ESsSEss=s
EEEEEE SEESEEEE

e e JR e Bt e 30 JE 2R ¢

I
I
1
i
i
I
Je—
|
i
i

=
|
O Saturday |

[ Defaut [ Copy

For more information about configuring settings in the Schedule window, see
Configuring the Video Recording Schedule on page 47.

8. Click Next. Athank-you message appears:

Thank you for purchasing our product!

9. Click OK to close the wizard.
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Shutting Down the DVR

Note  To shutdown the DVR, you must be logged in as the admin user or have
shutdown privileges assigned to you. See Configuring Account Settings on page
130.

To prevent damage to the hard drive, follow these steps to shut down the DVR:

1. Inlive view mode, click anywhere on the screen to display the shortcut menu, then click
Main Menu.

2. Inthe Main Menu window, click Shutdown. The Shutdown window opens.

SHUTDOWN

Shutdown Logout Reboot

3. Click Shutdown or Reboot.
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Viewing Live Video

This chapter contains the following sections:

e About Live View, page 31
e Configuring Live View, page 34
e Controlling PTZ Cameras, page 36

About Live View

Live view is the DVR’s default mode. When you start the DVR, live video from the connected
cameras is displayed on the screen in a multi-channel layout (the number of channels
displayed depends on whether you are using a 4-channel, 8-channel, or 16-channel DVR).

Channel System date and time

| CAM 255 2 |cAM33s 3
Camera name,
status, channel camsss = 5 | CAMsos 3 CAM?O_O 7 CAMsos
number
CAM 935 9 [cAM 1088 10{ caM 1188 11| cam 1288

CAM 1328 13| CAM 14 28 14| CAM 15 28 15| CAM 16 28
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Camera Status
Camera status icons appear at the bottom of the channel window.

E Video is being recorded . There is no video signal
. Motion is being detected . The camera is locked

Camera Toolbar

A camera toolbar is located at the top of each channel window. To display the toolbar, move
the mouse pointer to the top of the channel window.

Instant Play Plays back the previous 5 to 60 minutes of recorded video.

Note The playback time is setto 5 minutes by default.
You can change this setting in Main Menu >
Setting > System > General > General > Instant

Play.
ﬁ Zoom Click to enable digital zoom, then drag the mouse over the
e area that you want to enlarge. Right-click to undo digital
zoom.
A Realtime Backup Click to start recording video to a connected USB storage

device. Click again to stop recording.

To view the video clip, go to Main Menu > Operate >
Search, select From 1/0 Device, and then double-click the
file.

E Manual Snap Click to save a still image of the video to a connected USB

storage device. To view the captured image, go to Main
Menu > Operate > Search, and then click the File List
button.

o) Mute Click to mute the video sound (if applicable). Click again to
enable sound.

Note Mute only works in single-channel view.
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If enabled, the live view toolbar appears along the bottom of the live view screen.

The toolbar is disabled by default. To enable it, right-click and go to Main Menu > Setting >
System > General > General and select the Navigation Bar check box. Right-click twice to
return to the live view screen. Click anywhere on the screen to display the toolbar.

Main Menu

Opens the Main Menu.

Expand/Collapse
Toolbar

Screen Layout

Sets the screen layout to single-channel or
multi-channel view.

Previous/Next
Screen

Navigate to the previous or next screen/channel.

ﬂ: “ Tour Switch Enables automatic cycling through channel views.
See Configuring Tour Settings on page 124.

-t Favorites Add/edit favorites. You can configure and save your
favorite screen layout(s) so you can access them
quickly.

Channel Click to select a channel.

Pan/Tilt/Zoom

Opens the PTZ control panel. See Controlling PTZ
Cameras on page 36.

Color Opens the color setting window. See Setting the
Monitor Picture on page 35.

Search Opens the playback interface. See Playing Back Video
on page 45.

Event Opens the Event information window.

Channel Info

Opens the Channel Info window.

Network Opens the Network window. See Configuring TCP/IP
Settings on page 68.
HDD Manage Opens the HDD Manage window. See Configuring HDD

Settings on page 111.

B U RBEP © ® Qji

USB Manager

Opens the USB Manager window.
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Shortcut Menu

The shortcut menu is displayed by right-clicking anywhere on the screen in live view mode.

[?

View 1

View 4

View 6

Previous Screen
Next Screen

Bl

Auto Focus
Color Setting
Display
Camera Menu

Face Search

Search

Manual »
Camera Registration
Main Menu

Configuring Live View

Setting the Screen Layout

The live view interface is configurable as a single-channel or multi-channel display.

To change the screen display format using the shortcut menu:

1. Right-click anywhere on the screen to display the shortcut menu.

2. Pointto the view that you want (View 1 is a single-channel layout, the rest are
multi-channel layouts), and then click the channel(s) that you want to display.

To change the screen display format using the live view toolbar:

e Click a screen layout button on the live view toolbar.

To change the screen display format using the mouse:

¢ Rotate the mouse wheel button.

To move a channel to a different location in the multi-channel grid:

¢ Dragthe channelto a new location in the multi-channel grid.

For example, to move channel 2 to the top left position occupied by channel 1, click
channel 2, drag it to channel 1’s position, then release the mouse button.
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Setting the Monitor Picture

You can configure different monitor picture settings for up to two time periods per day to
accommodate changing lighting conditions.

To configure monitor picture settings:

1. Right-click anywhere on the screen to display the shortcut menu.

2. Click Color Setting. The Color window opens.

Period Period 1 |-
Efectve Time @

:00 -24:00
Sharpness A e —— ]

Hue t} 50
Brightness B — — 50
Contrast — — (]

Saturation A — 50

Color Mode Standard I+

EQ LB —— -

amms 828090000
Position fhud] P

[ Customized Default OK [ Cancel

3. Inthe Effective Time box, enter the time range during which the settings will apply (for
example, during daylight conditions from 07:00 - 19:00).

4. Inthe Color Mode box, select one of the preconfigured modes (Standard, Soft, Bright,
Colorful, Bank, or Customized 1-4) or customize your own settings.

To customize your own settings, click Customized and define the following settings:

Sharpness (0-15)
Hue (0-100)
Brightness (0-100)
Contrast (0O-100)
Saturation (0-100)

5. To configure settings for the remaining time, in the Period box, select Time Period 2,
input the Effective Time, and select a Color Mode or adjust the settings manually.

6. Click OK to save your settings.
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Controlling PTZ Cameras

This section describes how to configure PTZ connection settings, how to access the PTZ
control panel, and how to configure and call PTZ presets, tours, and patterns.

Configuring PTZ Connection Settings

Before you can controla PTZ camera with the DVR, you must configure connection settings.
The settings at the DVR must match the settings at the PTZ.

To configure the PTZ connection settings:

1. Goto Main Menu > Setting > System.

2. Inthe left navigation pane, click PTZ.

SETTING
TE—
e CAMERA

GENERAL

DISPLAY
.

ATM/POS

VOICE

ACCOUNT

AUTO MAINTAIN

IMP/EXP

DEFAULT

UPGRADE

77 NETWORK W EVENT B, sTORAGE B3 sYSTEM

Channel 1 v
PTZ Type Local I

Control Mode [Zle:\ v

Protocol HQA v

Address

Baudrate 9600 I~
Data Bits

Stop B
pary

Default Copy Save Cancel Apply

3. Configure the following settings:

¢ Channel
¢ Control Mode

e Protocol

e Address
e Baudrate
¢ Data Bits
e Stop Bits
e Parity

Select the channel (camera) that you want to configure PTZ settings for.

If you want to controlthe PTZ camera via RS485 serial communication,
select Serial. Otherwise, leave it as HQA.

Select the protocol used by the PTZ camera.

If there are multiple PTZ cameras, enter the PTZ camera’s address (ID).
Select a value between 1200 and 115200. The default setting is 9600.
Select a value between 5 and 8. The default setting is 8.

Select 1, 1.5, or 2. The default setting is 1.

Select None, Odd, Even, Mark, or Space.

4.  Click Apply, and then click Save to save your settings and exit.
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Working with the PTZ Control Panel

You can controla PTZ camera connected to the DVR’s RS485 serial port using the on-screen
PTZ control panel.

Basic PTZ Control Panel

# Name Function

1 Direction keys Direct camera movement.

2 Speed Adjust the camera speed. Select a value between 1 and 8.

3  Expand Arrow Expand the control panel to display additional options.

4  PTZTrace Direct camera movement by dragging the mouse. Zoom in and

out by rotating the wheel button.

5 Zoom, Focus, Iris Adjust the camera’s zoom, focus, and iris settings:
e Decrease zoom (-), increase zoom (+)
e Focus near (=), focus far (+)
e lrisclose (=), iris open (+)
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Expanded PTZ Control Panel

® Zoom ®

® Focus @
Ue s @

-

# Name Function

1 Preset, Tour, Pattern Configures/calls PTZ functions.

2 No. Enter number of PTZ function to call.

3 AUX Calls auxiliary functions.

4 Enter Menu Enables up-the-coax OSD menu configuration for non-PTZ
cameras.

5 AutoScan Causes camera to continually pan between two points that you
have defined.

6  AutoPan Causes camera to continually rotate 360 degrees.

7  Flip Causes camera to rotate 180 degrees.

8 Reset Restores default settings.

9 AUX Config Opens menu for configuring auxiliary settings.

To display the PTZ control panel:

1. Right-click anywhere on the screen to display the shortcut menu.

2. Click Pan/Tilt/Zoom. The PTZ control panel opens.

® Zoom @
® Focus @®
Ve iz @

-
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Configuring PTZ Functions

You can configure presets, tours, patterns, and borders using the PTZ control panel.

Configuring PTZ Presets

You can program preset positions forthe PTZ camera. For example, you can pointthe camera
at a specific location, such as a doorway, when an alarm event occurs.

To program a preset:

1. Onthe expanded PTZ control panel, click the Preset button.

2. Use the direction arrows to point the camera where you want to set as the preset, and
then click Set.

Pattern

Preset _

Set

3. Inthe Preset box, enter a number for the preset, and then click Set to save your settings.

e Toprogram additional presets, repeat steps 1 through 3.

e Todelete a preset, enter the number of the preset that you want to delete in the Preset
box, and then click Del Preset.

Note Some protocols do not support the Del Preset function.
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Configuring PTZ Tours
You can set up the PTZ camera to go from preset to preset in a specific order.

To program a tour:

On the expanded PTZ control panel, click the Tour button.

In the Preset box, enter the number of the first preset that you want to add to the tour.

Preset Pattern Border

Preset _
Patrol No. m

Add Preset
Del Preset
Del Tour

In the Patrol No. box, enter a number for the tour.
Click Add Preset to add the preset to the tour.
Repeat steps 1 through 5 to add additional presets to the tour.

e Todelete a preset, enter the number of the preset that you want to delete in the
Preset box, and then click Del Preset.

e Todelete atour, enter the number of the tour that you want to delete in the Patrol
No. box, and then click Del Tour.

Note Some protocols do not support the Del Preset function.
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You can record a series of PTZmovements as a pattern. When you call the pattern in live view
mode, the PTZ camera automatically moves along the path you have defined.

To program a pattern:

1. Ontheexpanded PTZ control panel, click the Pattern button.

Speed G

® Zoom @

-~ ® Focus @

W e s ®

2.

Pattern Border

Pattern _
Start

=]

3. Click Start, and then use the direction arrows to direct the camera.

4.  When you have finished directing the camera, click End.
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Configuring PTZ Borders

You can define the left and right borders of the PTZ camera’s pan movement.

To program a scan:

1. Onthe expanded PTZ control panel, click the AutoScan button.

Speed G

® Zoom @

®F ®
-~ ® Focus @

Ve s &

2.

Pattern

3. Usethedirection arrows to set the camera rightmost limit, then click Right.
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Calling Presets, Tours, and Patterns

To call a preset:
1.

On the expanded PTZ control panel, in the No. box, enter the number of the preset that
you want to call, and then click the Preset button.

Speed_

® Zoom @

® Focus @
s @

ary

2. Click the Preset button again to stop calling the preset.

To call a tour:
1.

On the expanded PTZ control panel, in the No. box, enter the number of the tour that
you want to call, and then click the Tour button.

Speed_

® Zoom @

® Focus @
-

\ 4

2. Click the Tour button again to stop calling the tour.

To call a pattern:

1.

On the expanded PTZ control panel, in the No. box, enter the number of the pattern that
you want to call, and then click the Pattern button.

Speed_

® Zoom @

- ® Focus @
4 Y
L 4

® ris @

ary

Click the Pattern button again to stop calling the pattern
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Playing Back Video

This chapter contains the following sections:

e Searching For and Playing Back Video, page 46
e Playing Back Video Using Smart Search, page 47
* Marking Video, page 48

e Splicing Playback, page 50

e Playing Back Snapshots, page 51

e Backing Up Video and Snapshots, page 52
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Searching For and Playing Back Video

To search for and play back recorded video by date:

1. Goto Main Menu > Operate > Search. The playback interface opens.

From RAW HDD | |

@RECORD QOPIC
= Splice Playback

~ D - |

oD
A D AD AD + =00 0
a 1 2 3 4 5 ] ¥ 8 q 3 5 ] 7 g 9 20 2 22 23

10 11 12

2. Ontheright panel of the playback interface, in the calendar area, click the date(s) that
you want to search. Dates with recorded video are solid orange.

3. Below the calendar, select the screen layout that you want to use, and then select the
channel(s) that you want to search.

4.  Atthe bottom of the screen, select the recording type(s) that you want to search
(Normal, Alarm, Motion, Intel) or select All to search all recording types.

Click the File List button to display the list of search results.

From the list of search results, double-click the recorded video file that you want to play
back. The video begins playing in the playback window.

7. Use the playback controls at the bottom of the screen to control playback. Playback
modes include slow play, fast play, reverse play, and frame-by-frame playback.

8. Tojump forward or backward in the video, click in the timeline at the desired time. To
zoom in or out on the timelineg, click one of the options in the lower right corner of the
screen: 24 h,12 h, 1 h, or 30 min.
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Playing Back Video Using Smart Search

To quickly locate activity using Smart Search:

1. During video playback, click the Smart Search button. A grid is superimposed over the
playback window.

From R/W HDD >

RECORD
Splice Playback
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2.

.. From R/W HDD I+

RECORD
Splice Playback

L m-ill l rr
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3. Clickthe Smart Search button again. Playback jumps to all the parts of the video where
there is activity in that area.

From R/W HDD I+

RECORD

TR | 5pico Piayback
.1 B

SuMo TuWwe Th Fr Sa
ME@EEEAED
(8 (9 (10 (11 12 A3 (14
(15 18 (17 20 21
22 (73 24 (5 28 27 (28
29 [30 (31

1819
44019 II_II I

WSync Al wNormal «Alarm  BMotion Mintel (Q:11 [ @2nr|@ A hr [@Qa0min!

4. To exit Smart Search, click the Smart Search button again. A confirmation message
appears. Click OK to continue.

Marking Video

During video playback, you can mark the video where something important happens.

To mark video during playback:
1. Click the Add Mark button [#. The Add Mark window opens.

2. Enter anidentifying name or description in the Name field, and then click OK.

Add Mark
Mk Time

Name

M@ s =+ f— I"T[@IT
e (c(tly[alifofp 7 (4[5 (6

q
EERETERIETCEe [TE[E
k(B mm (S SO ]
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To view marked video:

1. Click the Mark List button "®&!. A list of marked

video files appears, sorted by time and name. Mark Time Name
1 18:44:51 i
2. You can search the list by time or by name. 2 19:23:53 ***

e Tosearch bytime, enter a time in the search
box above the list, then click the Search

button @

e Tosearch by name, enter the name in the
Name field.

3. To start playing before the marked time, enter the
lead-in time in seconds in the Play time before the

Name

mark feld e r—

4. Double-click a marked video file to start playing it. Play time before the mark

(% | o

Note  You must be in the single-channel layout mode to access the list of marked
files.

To manage marked video files:

1. Below the list of marked video files, click the Marks Manager button " . The Marks
Manager window opens.

Marks Manager

Channel
Start Time 2017 -01 -05 | 00 :00 :00
End Time 2017-01-06 | 00 :00 : 00 ( SeRT

Mark Time
2017-01-05 18:44:51
2017-01-05 19:23:53

[ Delete T

2. Toedit the name of a marked video file, double-click it, enter a new name, and then click OK.

3. Todelete a marked video file, select it, and then click Delete.
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Splicing Playback

You can play different sections of the same video file simultaneously using the Splice
Playback feature.

To simultaneously view multiple sections of a recorded video file:

1. Inthe playbackinterface, select the Splice Playback check box.

From R"W HDD I+

@RECORD QPIC
e Splice Playback

< D EIIR -

SuMo TuWeTh Fr Sa
U2E3MHEAB0E0T

2. Selectthe recorded video that you want to view.

Triangles appear in the timeline to mark each section of the file.

3. Click Play to view the file.

Note  The minimum period for each section is 5 minutes. If a recording is less than
20 minutes, select 4-channel view mode.
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Playing Back Snapshots

To search for and play back snapshot images by date:

Go to Main Menu > Operate > Search. The playback interface opens.
On the right panel, below the search type box at the top of the panel, select PIC.

In the Interval box, enter the playback interval in seconds. Enter a time between 1 and
60 seconds. The default setting is 1 second.

4. Inthe calendar area, click the date(s) that you want to search. Dates with saved
snapshots are solid orange.

5. Below the calendar, select the screen layout that you want to use, and then select the
channel(s) that you want to search.

6. Click the File List button to display the list of search results.

In the list of search results, double-click the snapshot file that you want to play back.
The snapshot appears in the playback window.

8. Playback cycles through all of the snapshot files in the file list at the interval you
specified in the Interval box. To pause playback, click the Pause button in the control
panel below the playback window. To go to the next snapshot, click the Next Frame
button. To go to the previous snapshot, click the Prev Frame button.

Note The greentime barin the snapshot playback interface only shows
approximately when snapshots were taken. Click File List to do an accurate
search.
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Backing Up Video and Snapshots

To back up from inside the playback interface:

1.

Insert a USB storage device (such as a USB flash drive) into one of the USB ports on the
DVR.

Search for the recorded video or snapshot file(s) that you want to back up (see
Searching For and Playing Back Video on page 46 and Playing Back Snapshots on page
51).

Click the File List button to display the list of search results.

In the list of search results, select the check box(es) of the file(s) that you want to back
up.

StartTime Type
00:00:00 R
01:00:00
02:00:00
03:00:00
04:00:00
05:00:00
06:00:00
07:00:00
08:00:00
09:00:00
10:00:00

R
R
R
R
R
R
R
R
R
R

Stant Time

17-01-06 00:00:00

End Time

17-01-06 01:00:00 N
Size(KB) 38848

Qo COAD + =020
i} 1 2 3 4 5 § 7 g g T2

10 11

00:00:00 00:00:00
1 15 16 17 18 19 20 i) 22 23

4

Stop M Sync Al “MNomal «Alarm  EMotion Miintel [Q 1 | @2he|@ Ahr|@a0minl

Alternatively, during video playback, in the video clip time field, enter the desired start
time and end time, and then click the Backup button.

The Backup window opens, displaying the selected video file/clip.
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5. Inthe Backup window, click Backup.

BACKUP

Name(Type) Free Space/Total Space Device Status

v CH Type  Start Time End Time Size(KB)
v 1 R 17-12-2215:00:00 17-12-22 15:05:00 1589

Space Required / Space Remaining: 1.55 MB/0.00 KB Backup Remove

The Browse window of the USB storage device opens.

Browse

(BEVIANE Rl sdc1(USB DISK) |+ Refresh
Total Space 14.43 GB Free Space 14.40 GB

Address

Name
urDrive
._.Trashes
unlinstaller.exe
urDrive.exe

Type Delete
Folder
File
File
File

New Folder

Click Start to back up the file(s). If the backup is successful, the message "Backup
finished" appears.
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To back up from outside of the playback interface:

1. Inserta USB storage device (such as a USB flash drive) into one of the USB ports on the
DVR. The Find USB device window opens.

Find USB device.

B Name:  sdal(USB DISK)
Capacity: 29.80 GB/29.80 GB(Free/Total)

File Backup Log Backup
Config Backup System Upgrade

2. Inthe Find USB device window, click Backup.

BACKUP

Device Name ERNEEEATE SN [ Sove

0.00 KB(Space Needed) 6.98 GB/7.21 GB(Free/Total)

Type All v

SENRGCRON 2017 - 11- 14] 00: 00: 00 Record cH ([NEEGEGENGEY

ZERI WOl 2017 - 11- 14] 10: 510 50 File Format [Add [Remove

0 Channel Type  StartTime End Time Size(KB)

Backup

3. Inthe Backup window, configure the following settings:

e Type Select the file type that you want to search for.

Note To search for snapshots, select PIC, as All means all
video files (excluding snapshots).

e Start Time Enter the start time of the search.

e EndTime Enter the end time of the search.

e Record CH Select a specific channel to search, or select All to search all
channels.

¢ File Format Select DAV or ASF as the video file format.

4. Click Add to display the search results in the file list.
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Note If there are too many files in the selected time, only the first 1024 files in the
search period will be displayed. Refine the Start Time and End Time to find the
desired files for backup.

Select the check box(es) of the file(s) that you want to back up, then click Backup. The
Browse window of the USB storage device opens.

Click OK to back up the file(s).
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Configuring Camera Settings

This chapter contains the following sections:

e Configuring Image Settings, page 58

e Configuring Encoding Settings, page 59

e Configuring Snapshot Settings, page 60

e Configuring Privacy Mask Settings, page 61
e Configuring the Text Overlay, page 62

e Changing a Camera Name, page 63

e Changing a Channel Type, page 64

e Adding an IP Camera, page 65

800-23287 - A-08/2017



58 | Performance Series HQA DVR User Guide

Configuring Image Settings

To configure a camera’s image settings:

1. Goto Main Menu > Setting > Camera > Image.

N

T CAMERA 7 NETWORK wn EVENT B, sTorAGE [ sysTeEM

REGISTRATION Channel - Cable Type COAXIAL
_ Period Time Period 1 I*

ENCODE Effective Tme & [0 24: 00

0 =
Saturation —— 50

CAM NAME
CHANNEL TYPE
UPGRADE

Brightness S— 50
Contrast ——— 50
Hue » 50
Sharpness S ——
Image Enhance 30
NR 80

Default Save Cancel Apply

In the Channel box, select the camera that you want to configure.

If the camera is an analog camera, in the Cable Type box, select the camera cable type:
Coaxial or UTP.

4. Inthe Period, box, select a time period for the image settings. These image settings will
be used only during this period.

5. Inthe Effective Time box, click to enter the start and end times for the period you
selected.

6. Configure the image saturation, brightness, contrast, hue, sharpness, enhancement,
and noise reduction settings by moving the slider to the desired value.

e Saturation Select a value between 0 and 100. The default setting is 50.
¢ Brightness Select a value between 0 and 100. The default setting is 50.
e Contrast Select a value between 0 and 100. The default setting is 50.
e Hue Select a value between 0 and 100. The default setting is 50.
e Sharpness Select a value between 0 and 15. The default setting is 1.

¢ Image Enhance Select avalue between 0 and 100. The default setting is 30.
*« NR Select a value between 0 and 100. The default setting is 50.

7. Click Apply to save your settings.
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Configuring Encoding Settings

To configure camera video and audio encoding settings:

1. Goto Main Menu > Setting > Camera > Encode.

REGISTRATION
IMAGE

CAM NAME
CHANNEL TYPE

TFNETWORK gy EVENT  [BL,STORAGE 3 SYSTEM

UPGRADE

Channel 1

Iv
Type Regular R4 Sub Stream1
Compression H.264H I~ H.264H
smanCodec XD

Resolution 1920"1080(1080P) |~

Frame Rate(FPS) Kl

Bit Rate Type

| Frame rirva
Bit Rate(Kb/S) 2048 I+

Reference Bit Rate 640-6144Kb/S 32-640Kb/S
AudioVideo - e o

Audio Format G711a Audio Source [Nelo’:\B v

Default Copy Save Cancel Apply

2. Onthe Encode tab, in the Channel box, select the camera that you want to configure.

3. Configure the following settings for the primary stream and secondary stream:

Type

Compression

Smart Codec

Resolution
Frame Rate
Bit Rate Type
Quality

| Frame Interval
Bit Rate

Audio/Video

Audio Format

Audio Source

Set the primary stream type as Regular, MD (Motion Detection), or
Alarm. The secondary stream type is not configurable.

Select a compression standard from the list.

Reduces the video bit stream for unimportant recorded video to
maximize storage space. To enable this function, select Start.

Select a resolution from the list.
Select a frame rate from the list (1-30 for NTSC; 1-25 for PAL).
Set as CBR (constant bit rate) or VBR (variable bit rate).

If the bit rate type is set to VBR, select a value between 1 (lowest
quality) and 6 (highest quality).

Setas 1S or2S (default).

Select a bitrate fromthe list or click Customized to enter a different
bit rate.

Select or clear the check boxes to enable or disable audio and/or
video.

Setto G711a, PCM, or G711u (=G711).
Set to Local.

4. Click Apply to save your settings.
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5. To copy the settings to additional cameras, click Copy, click the camera(s) that you

want to copy the settings to, and then click OK.

Configuring Snapshot Settings

To configure camera snapshot settings:

1. Goto Main Menu > Setting > Camera > Encode > Snapshot.

T CAMERA 77 NETWORK iwr EVENT B, sToRAGE

IMAGE Manual Snap [ Bl /Time
L e —
CAM NAME Channel 1 I
CHANNEL TYPE Mode
UPGRADE Image Size
Image Quality
iterval O 7

[5 sYSTEM

Default Copy Save Cancel Apply

In the Channel box, select the camera that you want to configure snapshot settings for.

Set Mode to Timing or Trigger.

e Timing Use this setting for scheduled snapshots.

e Trigger Use this setting for snapshots triggered by motion, video

loss, video tampering, or alarm events.

4.  SetImage Quality to a value between 1 (lowest quality) and 6 (highest quality).

Set Interval to a value between 1 SPL (shortest interval) and 7 SPL (longest interval).
Itis the period, in seconds, that the DVR waits between each snapshot.

6. Click Apply to save your settings.

To copy the settings to additional cameras, click Copy, click the camera(s) that you

want to copy the settings to, and then click OK.
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Configuring Privacy Mask Settings

To configure camera privacy mask settings:

1. Goto Main Menu > Setting > Camera > Encode > Overlay.

SETTING

TRCAMERA  PrNETWORK  jmp EVENT  [B,STORAGE [} SYSTEM

AGE channe
Cover-Area @ Preview @ Record Set

CAM NAME A
CHANNEL TYPE Time Display & Record Set

UPGRADE Channel Display & Record Set

Default Copy Save Cancel Apply

2. Inthe Channel box, select the camera that you want to configure privacy mask settings for.

3. Nextto Cover-Area, select one or both of the following options:

e Preview Use this setting to apply privacy masks in live view mode.

e Record Use this setting to apply privacy masks in recording mode.

4. Selectthe number of privacy masks to apply by selecting the numbered check boxes. To
apply only one privacy mask, select only one of the check boxes. To apply four privacy
masks, select all of the check boxes.

Click Set. The privacy mask(s) appear on the screen.
Set the position and size of the privacy mask(s):

e Tochange the position of the privacy mask, place the mouse pointer in the center
of the mask. When the border turns green and the pointer becomes a four-headed
arrow, drag the mask to the desired position on the screen.

e Tochange the size/shape of the privacy mask, place the mouse pointer over one of
the edges or corners of the mask. When the border turns green and the pointer
becomes a double-headed arrow, drag the edge or corner as needed.

7. Right-click to return to the previous configuration page, then click Apply to save your
settings.

8. Tocopy the settings to additional cameras, click Copy, click the camera(s) that you
want to copy the settings to, and then click OK.
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Configuring the Text Overlay

To configure camera text overlay settings:

1. Goto Main Menu > Setting > Camera > Encode > Overlay.

=

T CAMERA 77 NETWORK wn EVENT B, sToRAGE SYSTEM

ia channel
_ Cover-Area @ Preview @ Record Set

CAM NAME e
CHANNEL TYPE Time Display ® Record [ St

UPGRADE Channel Display & Record Set

Default Copy Save Cancel Apply

2. Inthe Channel box, select the camera that you want to configure text overlay settings
for.

3. Setthetime and/or channel displays:

e Tosetthetimedisplay, nextto Time Display, select the Record check box, and then
click Set. Drag the time display to the desired position on the screen, right-click,
and then click Apply.

e Tosetthe channeldisplay, next to Channel Display, select the Record check box,
and then click Set. Drag the channel display to the desired position on the screen,
right-click, and then click Apply.

4. To copy the settings to additional cameras, click Copy, click the camera(s) that you
want to copy the settings to, and then click OK.
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Changing a Camera Name

By default, the cameras are named "CAM 1","CAM 2,""CAM 3," and so on. You can assign each
camera a descriptive name specific to your application (for example, "Front Entrance”).

To rename a camera:

1. Goto Main Menu > Setting > Camera > Cam Name.

7 NETWORK wm EVENT ‘ B, sTorAGE [ sysTeEM

REGISTRATION CAM 1 CAM 2
waGe ca3 cas
cas cas
|

CHANNEL TYPE WIS

UPGRADE

Default Refresh Save Cancel Apply

2. Click the text box of the camera that you want to rename, then enter the new name.

3. Click Apply to save your settings.
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Changing a Channel Type

The 4-channel DVR (pictured) supports up to 4 analog channels and 2 IP channels. The
8-channel DVR supports up to 8 analog channels and 4 IP channels. The 16-channel DVR
supports up to 16 analog channels and 8 IP channels.

By default, the channel type is set to Auto. Other analog options are CVI, AHD, CVBS, or
Other. You can also designate 2 or more channels for IP cameras.

To change a channel type:

1. Goto Main Menu > Setting > Camera > Channel Type.

7 NETWORK wn EVENT B, sTorRAGE SYSTEM

REGISTRATION
IMAGE
ENCODE

CAM NAME

UPGRADE —
*Tips:Disable one analog channel, you can add one IP channel. IP channel

setup shall begin from the last channel.

Default Cancel IP CAM Save Cancel Apply

2. Select the check box(es) of the desired channel type(s).
3. Click Apply, and then click Save to save your settings.

Designating IP Channels

You can let the DVR designate IP channels automatically or you can designate them
manually. If you want to add more IP channels than the defaultamount (2,4, or 8, depending
on your DVR model), you can manually designate analog channels as IP channels.

To designate IP channels automatically:

1. Goto Main Menu > Setting > Camera > Channel Type.
2. Click Add IP CAM.
3. A message appears prompting you to restart the DVR. Click OK to continue.

When the DVR restarts, new IP channels are added to the list of channels. On a
4-channel DVR, channels 5 and 6 are the default IP channels. On an 8-channel DVR,
channels 9-12 are the default IP channels. On a 16-channel DVR, channels 17-24 are
the default IP channels.
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To designate IP channels manually:

1. Goto Main Menu > Setting > Camera > Channel Type.

2. Selectone or more available check boxes in the IP column, or select the IP check box to
designate all the channels as IP.

3. Click Apply.
A message appears prompting you to restart the DVR. Click OK to continue.

You are now ready to add IP cameras to the channels that you have designated.

Adding an IP Camera

You must first designate IP channels and restart the DVR before you can see the
Registration tab. See Designating IP Channels on page 64.

To add an IP camera to the DVR:

1. Goto Main Menu > Setting > Camera > Registration.

SETTING

o CAMERA 7 NETWORK s EVENT B, sTorAGE SYSTEM

resTRATON

IMAGE

ENCODE

CAM NAME
CHANNEL TYPE
UPGRADE

IP Address Manufacturer

IP Search Add Manual Add Show Filter

Channel Edit Delete Status IP Address Port Device

Delete Export Import

2. Click IP Search to discover any IP cameras on the network. All discovered cameras
appear in the top list.

3. Toadd adiscovered camera, select the camera, and then click Add. Or, if you want, click
Manual Add to create a profile manually. The camera is added to the Added Device list.

Note Ifyou intend to configure the offline alarm function for the IP camera (see
Configuring IP Camera Offline Alarms on page 101), you should add the
camera manually.
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To edit the settings of an IP camera that you have added:

1. Inthe Added Device list, select the camera whose settings you want to edit, and then
click Edit.

2. You can edit the following settings:

e Channel Select a channel from the list.

e Manufacturer Select a manufacturer from the list.

e |P Address Enter the camera’s IP address.

e TCP Port Enter the camera’s TCP port (optional).

e User Name Enter the camera’s admin user name.

e Password Enter the camera’s admin user password.

¢ Remote Channel Selectthe video stream that you want to view.

¢ Decoder Buffer Select a decoder buffer from the drop-down list: Default,
Realtime, or Fluent.

3. Click OK to save your settings. If you want to export the IP camera settings to a
connected USB storage device, click Export.
To import previously saved IP camera configuration settings:

1. Connect a USB storage drive containing the configuration file
(RemoteConfig_YYYYMMDDXXXXX.csv).

2. Onthe Main Menu > Setting > Camera > Registration page, click Import.

Select the configuration file, and then click OK.

To remove an IP camera from the DVR:

¢ On the Main Menu > Setting > Camera > Registration page, in the Added Device list,
select the camera that you want to remove, and then click Delete.
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Configuring Network Settings

This chapter contains the following sections:

e Configuring TCP/IP Settings, page 68

e Configuring Port Settings, page 69

* Configuring Wireless Connection Settings, page 70
e Configuring Advanced Network Settings, page 72

e Connecting to the DVR Remotely, page 80
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Configuring TCP/IP Settings

On the TCP/IP page, you can set your IP protocol version and configure a static or dynamic
IP address. By default, the DVRis assigned a static IP address: 192.168.1.108. In most cases,
you will want to switch to a dynamic address.

To configure TCP/IP settings:

1. Goto Main Menu > Setting > Network > TCP/IP.

SETTING

% CAMERA FENETWORK ir EVENT B, sToRAGE 4 SYSTEM

FEE  rveson Pys v
CONNECTION MAC Address  (NRERPELREED

WIFI Mode @ STATIC O DHCP
3GM4G IP Address 1a2 68l . i
PPPoE Subnet Mask
DDNS Default Gateway
IP FILTER Preferred DNS

EMAIL Alternate DNS
FTP

UPnP 1500

SNMP LAN Download
MULTICAST
P2P

Default Save Cancel Apply

2. Inthe IP Version box, select IPv4 or IPv6, depending on the Internet protocol that you
want to use.

3. Bydefault, Mode is set to Static. To configure a dynamic IP address, select DHCP, click
Apply, and then click Save. Re-enter the Network screen. The IP Address, Subnet
Mask, and Default Gateway fields will have populated with new settings. Click Test to
ensure that the new IP address works.

4. If Mode is set to Static, you can manually enter IP Address, Subnet Mask, and Default
Gateway information. Click Test to ensure that the new IP address works.

If you want, enter Preferred DNS and Alternate DNS addresses.

By default, the MTU value is set to 1500 bytes. The MTU value specifies the maximum
amount of data a single network packet is able to transfer. If you want, you can change
this value.

7. Toincrease the download speed over the local area network (LAN), select the LAN
Download check box. Data is downloaded 1.5 to 2 times faster than normal.

8. Click Apply, and then click Save to save your settings.
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Configuring Port Settings

On the Connection page, you can set the maximum number of simultaneous users and view
and edit port information. Many ISPs block port 80, the default HTTP port, so you may want
to change it to a non-standard port number (such as 37776) if you want to log in to the DVR
remotely over an HTTP connection.

To configure port settings:

1. Goto Main Menu > Setting > Network > Connection.

SETTING

o5 CAMERA FENETWORK iwr EVENT B, sTORAGE [ sYSTEM

TCP/P Max Connection ((FEIETTY 128 )

TCP Port (1025 - 65535)
WIFT (1025 - 65535 )
3GM4G HTTP Port I (1 - 65535)
PPPoE HTTPsPon  CZEND (1 - 6555
DDNS RTSP Port (1-65535)

IP FILTER
EMAIL

FTP

UPnP
SNMP
MULTICAST
P2p

Default Save Cancel Apply

2. You can configure the following settings:

e Max Connection Select a value between 0 and 128. The default setting is 128.

e TCP Port Select a value between 1025 and 65535. The default setting is
37777.
e HTTP Port Select a value between 0 and 65535. The default setting is 80.
e HTTPS Port Select a value between 0 and 65535. The default setting is 443.
e RTSP Port Select a value between 0 and 65535. The default setting is 554.
Click Apply.

4. You are prompted to restart the DVR. Click OK to continue. After the DVR restarts, return
to the Connection page to verify that the port settings have changed.

Note  Ensure that the port settings do not conflict with each other and that
the ports are open. You can verify if a port is open or closed by visiting
www.canyouseeme.org. If a port is not open, you can set up port
forwarding on your router.
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Configuring Wireless Connection Settings

To access the DVR'’s wireless capability, you must connect a wireless USB adapter to the one

of the DVR’s USB ports. Tested models include the following:

Manufacturer Model Description
Huawei E1550 3G USB modem for accessing CDMA 3G/4G
mobile broadband networks.
EC122 3G USB modem for accessing CDMA 3G/4G
mobile broadband network
Zone Bridge ZBL-RT3070-3 Wi-Fi USB adapter for accessing 802.11b/g/n

wireless networks

To manage Wi-Fi connections:
1. Goto Main Menu > Setting > Network > WiFi.

SETTING

% CAMERA FENETWORK s EVENT . sTORAGE SYSTEM

TCPAP WIFI Auto Connect @
CONNECTION Signal Intensity WIFl Working Info
_ Current Hotspot No Connection

3GAG
PPPoE IP Address

DDNS Subnet Mask
IP FILTER

EMAIL

FTP

UPnP
SNMP
MULTICAST
P2pP

Default Gateway

Refresh Save Cancel Apply

2. Toenable automatic connections to Wi-Fi hotspots, select the WIFI Auto Connect

check box, and then click Apply. To disable automatic connections to Wi-Fi hotspots,

clear the WIFI Auto Connect check box, and then click Apply.
To search for Wi-Fi hotspots, click Refresh.

4.  To manually connect to a Wi-Fi hotspot, click Connect. To disconnect from a Wi-Fi
hotspot, click Disconnect.

If a Wi-Fi connection is successfully established, the Wi-Fi hotspot name and
connection details are displayed in the WIFI Working Info area.

5. Click Save to save your settings.

Note  The system does not support WPA and WPA 2 verification types.
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To configure 3G/4G wireless connections:

1. Goto Main Menu > Setting > Network > 3G/4G.

o CAMERA FE NETWORK iy EVENT . sTORAGE SYSTEM

TCP/IP
CONNECTION
WIFI

EEEN
PPPoE
DDNS
IP FILTER
EMAIL
FTP
UPnP
SNMP
MULTICAST
P2P

Mo signal
[ ———————

Ethernet Card _ Enable
NevworkType (D)

APN

AUTH NO_AUTH I+

Userteme QD

Pulse Interval sec.

Wireless Network

Module State : IP Address -
SIM State - Subnet Mask -
PPP State - Default Gateway -

[ Defauit @ET [ Cancel [ Apply

2. You can configure the following settings:

¢ Ethernet Card
e Enable

e Network Type

e APN

e AUTH

¢ Dial Number

e User Name/
Password

e Pulse Interval

Select the adapter name.

Select or clear the check box to enable or disable 3G/4G
connectivity.

Select your 3G/4G network type (for example, WCDMA,
CDMA2000).

Enter the Access Point Name (APN) of your 3G/4G service.
You can get this information from your mobile broadband
service provider.

Select the authentication type that you want to use: PAP,
CHAP, or NO AUTH (no authentication type).

Enter the dial (or access) number of your 3G/4G service. You
can get this information from your mobile broadband service
provider.

If AUTH is set to PAP or CHAP, enter the user name and
password required to login to your 3G/4G service. You can get
this information from your mobile broadband service provider.

Enter the time, in seconds, that you want the 3G/4G
connection to continue after the secondary stream is closed.
Ifthe pulse intervalis setto O, the 3G/4G connection does not
end after the secondary stream is closed.

3. Click Apply, and then click Save to save your settings.
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Configuring Advanced Network Settings

This section describes how to configure PPPoE, DDNS, IP Filter, Email, FTP, UPnP, SNMP,
and multicast settings.

Configuring PPPoE Settings

To configure a Point-to-Point Protocol over Ethernet (PPPoE) network connection:

1. Goto Main Menu > Setting > Network > PPPoE.

7 CAMERA FENETWORK i EVENT -!,,STORAGE SYSTEM

TCP/IP ® Enable
CONMECTION
WIFI
3GAG
_ IP Address
DDNS
IP FILTER
EMAIL
ETF
UPnP
SNMP
MULTICAST
P2P

User Name

Password

Default Save Cancel Apply

Select the Enable check box to enable a PPPoE network connection.

In the User Name and Password boxes, enter the user name and password provided by
your Internet service provider for PPPoE access.

4. Click Apply, and then click Save to save your settings.

Restart the DVR for the new network connection settings to take effect. Go to Main
Menu > Operate > Shutdown > Reboot.

The DVR'’s new IP address appears on the PPPoE page. Use this address when
accessing the DVR remotely.
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To configure a Dynamic DNS (DDNS) network connection:

1. Goto Main Menu > Setting > Network > DDNS.

SETTING

o CAMERA FE NETWORK iwr EVENT B, sTORAGE

TCP/P
CONNECTION
WIF]

lel/le

PPPoE
s |
IP FILTER
EMAIL

FTP

UPnP

SNMP
MULTICAST
P2p

@ Enable
—

DDNS Type Honeywell DDNS I=
Host IP www.hennvr-ddns.com
Domain Mode @ Default Domain QO Custom Domain Name

Domain Name 201312261223 -hennvr-ddns.com
Email Address @G F'-:s- inputan email address.

Mote: System will reclaim the domain that is idle for more than one year. You can
get a notification email one month before the reclaim if your email address setup
is right.

Default Test OK Cancel Apply

Select the Enable check box to enable a DDNS network connection.

Inthe DDNS Type box, select the DDNS service that you want to use.

Depending on the service you select, you may need to enter the following details:

e HostlIP

¢ Domain Mode

e Domain Name

e User Name/
Password

¢ Email Address

The address appears automatically unless DDNS Type is set to
Private DDNS. In that case, enter the server IP address of your
DDNS service provider.

If DDNS Type is set to Honeywell DDNS, click Default Domain
to use the default domain name or click Custom Domain Name
to create your own domain name.

Enter a domain name (if you are not using a default domain
name). You can get this from your DDNS service provider.

If applicable, enter a user name and password to access your
DDNS service.

Unused Honeywell DDNS domain names will expire after a year.
Enter your email address if you want to receive a notification
before an unused domain name is reclaimed.

Click Apply, and then click OK.

6. Restart the DVR for the new network connection settings to take effect. Go to Main
Menu > Operate > Shutdown > Reboot.

7. Totestthe settings, on the DDNS page, click Test.
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Configuring IP Filter Settings

On the Access Right tab, you can create a list of IP addresses that are either allowed or not
allowed to access the DVR. On the Sync Time Right tab, you can create a list of IP addresses
that are either allowed to time sync (Trusted Sites) or not allowed to time sync (Blocked Sites)
with the DVR.

To allow specific sites to access the DVR:

1.

5.

Go to Main Menu > Setting > Network > IP Filter.

SETTING

9% CAMERA FENETWORK wn EVENT B, sTorRAGE SYSTEM

TCP/IP Access Right | Sync Time Right

CONNECTION ® Enable
WIFI - @000

3GHUG IS
PPPoE Start Address Add IP Address

DDNS End Address Add IP Segment
_ MAC Address Add MAC address

EMAIL Start Address End Address Delete
FTP

UPnP

SNMP

MULTICAST

E2R

Default Save Cancel Apply

Select the Enable check box, and then, next to it, click Trusted Sites.
In the Type box, select Trusted Sites.

To add a single IP address, in the Start Address box, enter the IP address of the site that
you want to allow, and then click Add IP Address. To add a range of IP addresses, enter
the starting address in the Start Address box and the ending address in the End
Address box, and then click Add IP Segment. Both IPv4 and IPv6 address are supported.

After you have finished adding IP addresses to the list, click Apply to save your settings.

To block specific sites from accessing the DVR:

&L N e

Go to Main Menu > Setting > Network > IP Filter.
Select the Enable check box, and then, next to it, click Blocked Sites.
In the Type box, select Blocked Sites.

To add a single IP address, in the Start Address box, enter the IP address of the site that
you want to block, and then click Add IP Address. To add a range of IP addresses, enter
the starting address in the Start Address box and the ending address in the End
Address box, and then click Add IP Segment. Both IPv4 and IPv6 address are supported.

After you have finished adding IP addresses to the list, click Apply to save your settings.
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Configuring Email Settings

To configure email notifications:

1. Goto Main Menu > Setting > Network > Email.

SETTING

% CAMERA FEENETWORK s EVENT B sTORAGE [F4 sysTEM

TCP/IP @ Enzble
CONNECTION L

WIEI SMTP Server {YEIREEVCS Port

3G/4G Anonymous @

PPPoE

-

DDNS Receiver
IP FILTER Senden

Subject HOA ALERT RaEE-nd]
il Encrypt Type [NolN[3 |w
o el (ECRDe-

ehlil Health Enable @

MULTICAST Interval GO -
p2p |

Default Test Save Cancel Apply

2. Select the Enable check box to enable email notifications.

3. Configure the following settings:

e SMTP Server Enter the SMTP server address of the sender’s email account.

e Port The default port used for SMTP is 25.

e Anonymous Select check box to hide the sender’s address in sent email.

e User Name Enter the user name of the sender’s email account.

e Password Enter the password of the sender’s email account.

* Receiver Enter the email address where you want to send the notification.
You can enter up to three email addresses.

e Sender Enter the sender’s email address.

e Subject If you want, edit the email subject line.

e Attachment Selectcheck boxto enable sending a snapshot attachmentwith the
email.

e Encrypt Type Select an encryption type: None, SSL, or TLS.

e Interval This is the interval for sending emails. Enter a time between 0 and
3600 seconds. 0 means that there is no interval.

¢ Health Enable Select check box to enable a health check. The system sends a test
email to check the connection.

e Interval This is the interval the DVR waits before sending out email
notifications after an eventis detected. Enter a time between O and
1440 minutes. 0 means that there is no interval.

4. Click Apply to save your settings. To send a test email, click Test.
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Configuring FTP Settings

You can configure an FTP connection to upload images at regular intervals to an FTP server
for remote storage.

To configure FTP settings:

1. Goto Main Menu > Setting > Network > FTP.

SETTING

% CAMERA FENETWORK s EVENT B, sTORAGE SYSTEM

TCPIP ® Enable

CONNECTION [

364G eitans ()

PPPOE Password @ ® ~nonymous

DDNS Remote Directory — File Length CHNNEEG
P FILTER Image Upload Interval 1 soC.

EMAIL

_
UPnP

S Week Day Tue I+ Alarm Intel MD  Regular

e Period 1 00:00 -24:00 [ ] - - =
Period 2 00:00 -24:00 = =] = e

P2pP

Default Test Save Cancel Apply

2. Select the Enable check box to enable uploading images to an FTP server.

3. Configure the following settings:

e HostIP Enter the address of the FTP server.

e Port Enter the port of the FTP server.

e User Name Enter the user name for logging on to the FTP server.

e Password Enter the password for logging on to the FTP server.

e Anonymous Select check box to hide user name when logged on to the FTP server.

* Remote Enter a name for the remote directory. If this is left blank, the DVR will
Directory create folder names automatically.

e File Length This is the maximum size for image files being uploaded to the FTP
server. Enter a value between 0 and 65535 MB.

¢ Image Upload Thisistheintervalforuploadingimagestothe FTP server. Enteratime

Interval between 0 and 3600 seconds.
¢ Channel Select a channel to upload images from, or select All to select all
channels.
e Week Day Select a day of the week to upload images on, or select All to upload
images every day.
e Period 1/ You can configure up to two time periods for uploading images. For
Period2 each period, select either Alarm, Intel, Motion, or Regular images.

4. Click Apply to save your settings. To test the FTP connection, click Test.
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Configuring UPnP Settings

You can configure the DVR to forward ports automatically to the router and communicate
with the [-View Now™ central station using the UPnP (Universal Plug and Play) function.

To configure UPnP settings:

© © N O

Ensure that UPnP port forwarding is enabled on your router.

At the DVR, go to Main Menu > Setting > Network > UPnP.

SETTING

% CAMERA FENETWORK w EVENT B, sToRAGE SYSTEM

TCP/P PAT O Enable @ Disable
CONMECTION UPNP VAV Reporting Enable @ Disable
WIFI Status

Elele LANIP

PPPoE WAN IP

DDINS

IP FILTER Service Name Protocol Ext.Port Edit
HlRTE: [IEE 80

EMAIL [ER (G 37771

FTP UDP uDP 37778
RTSP IEE 554

SNMP SNMP UDP 161

MULTICAST HTTPS [EE 443

RRRRNKRK

P2P

Default Save Cancel Apply

Ensure that the port settings in the PAT Table match the port settings at the router and
at the DVR. The internal port is mapped at the router. The external port is mapped
locally at the DVR (see Configuring Port Settings on page 69). To edit an external port
setting, double-click the port name or click 7.

UPnP port forwarding is disabled by default. To enable it, set PAT to Enable.

UPNP I-View Now reporting is disabled by default. To enable it, set UPNP VAV
Reporting to Enable, enter your |-View Now password, and then click OK.

In the LAN IP field, enter the DVR'’s IP address from the TCP/IP page.
In the WAN IP field, enter the router’s IP address.
Click Apply, and then click Save to save your settings.

Re-enter the Network screen and verify that the word “Success” appears next to Status,
indicating that UPNP is enabled.
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Configuring SNMP Settings

If you have Simple Network Management Protocol (SNMP) management software installed
onaPC,youcan receive information from the DVR remotely via SNMP. Refer to the software’s
user documentation for detailed setup instructions.

To configure SNMP settings:
1. Goto Main Menu > Setting > Network > SNMP.

SETTING

o CAMERA FENETWORK s EVENT B, sTorAGE SYSTEM

TCP/P Enable 2
CONNECTION [ ] V1
WIFI e v2
3GIAG - v
PPPOE SNMP Port (161 ]
DONS Read-Community
P FILTER M Comenciity
EMAIL g fecie= G
TP Trap Port

UPnP

MULTICAST
P2p

Default Save Cancel Apply

Select the Enable check box to enable SNMP.

Configure the following settings:

e V1/V2/V3 Select the check boxes of the SNMP version(s) that you are
using.
e SNMP Port The default setting is 161. The SNMP port and trap port

cannot be the same.
e Read-Community The default setting is public.
e Write-Community The default setting is private.
e Trap Address Enterthe IP address of the computer running SNMP software.

e Trap Port The default setting is 162. The trap port and SNMP port
cannot be the same.

4. Click Apply, and then click Save to save your settings.
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Configuring Multicast Settings

Multicast allows for simultaneous real-time monitoring of live video from the DVR at multiple
remote locations over the network.

To configure multicast settings:

1. Goto Main Menu > Setting > Network > Multicast.

Ty CAMERA F K ey EVENT !,STORAGE , SYSTEM

TCP/IP @ Enable
CONNECTION L S ———
WIFI [CLICERN 239 . 255 | 42 | 42

3GAG Port 36666

PPPoE
DDNS
IP FILTER
EMAIL

Default Save Cancel Apply

Select the Enable check box to enable multicast.

In the IP Address box, enter a multicast IP address. The address must be valid for
multicasting and should be in the range 224.0.0.0 to 239.255.255.255 for IPv4 or have
the prefix ff00::/8. An address in the range 239.252.0.0 to 239.255.255.255 is
recommended.

In the Port box, enter a multicast port number or use the default setting (36666).

5. Click Apply, and then click Save to save your settings.
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Connecting to the DVR Remotely

You can connect to the DVR remotely using the HonView Touch mobile app. An iOS version of
the app is available on Apple’s App Store and an Android version is available on Google Play.

To connect to the DVR using the HonView Touch app:

1

N g koW

10.

Go to Main Menu > Setting > Network > TCP/IP and ensure that Mode is set to DHCP.
(If itis not, click DHCP, click Apply, and then click Save.)

Go to Main Menu > Setting > Network > P2P.

SETTING

9% CAMERA FE NETWORK wn EVENT B, sToRAGE SYSTEM

TCP/P ® Enable

CONMNECTION

3GAG
PPPoE
DDNS

IP FILTER
EMAIL
ETE
UPnP
SNMP
MULTICAST

Device SN

2J018EFPAEFFMO02

Save Cancel Apply

Select the Enable check box, click Apply, and then click Save.

Re-enter the Network screen and verify that the Status has changed to Online.
Open the HonView Touch app on your smartphone or tablet device.

Tap to open the menu.

Tap Device Manager, tap the plus sign (or Add
Device), and then tap P2P.

Tap the QR code symbol E}g on the app’s P2P Register Mode: Pop
screen, then scan the QR code on the DVR's P2P

page. The QR code’s device serial number (SN) Name:

automatically populates the SN field on the app. SN: S
Enter a name for the DVR in the app’s Name field, Usemame: admin
enter the DVR’s admin Username and Password, Password:

and then tap to save your settings.

Live Monitoring: Extra

Tap Start Live Monitoring (or Start Live Preview) Playback: Extra

to view live video from the DVR.
Start Live Monitoring
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Configuring Event Settings

This chapter contains the following sections:

e Configuring Motion Detection Settings, page 82
e Configuring Video Loss Settings, page 87

e Configuring Video Tampering Settings, page 89
e Configuring Diagnosis Settings, page 91

e Configuring Face Detection Settings, page 93

e Configuring Alarms, page 94

e Configuring System Event Settings, page 104

e Configuring Alarm Output Settings, page 108
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Configuring Motion Detection Settings

You can set up the DVR to generate an alarm response when motion within a defined region
of the scene exceeds the parameters that you have set.

Setting up motion detection has three parts:

e setting up a motion detection schedule on the Setting > Storage > Schedule page
e applying the schedule to a specific cameras on the Setting > Storage > Record page

e configuring the motion detection settings on the Setting > Event > Video Detect >
Motion Detect page

To set up motion detection regions:

1. Goto Main Menu > Setting > Event > Video Detect > Motion Detect.

SETTING

9% CAMERA 77 NETWORK igh EVEN B, sToRAGE , SYSTEM

 vbeopETECT |
FACE DETECT Channel (D Recion Set

ALARM ®

Enable
ABNORMALITY
A

ALARM OUTPUT Period Set Anti-dither 5 B3
@ Alarm Out ] Latch sec.
@ Show Message @ Alarm Upload @ Send Email
®&Record Channel (9]2]3]4]
@ PTZ Activation Set Delay sec.
@ Tour ©
@ Snapshot (41213]4]
@Buzzer ®Log

@ Voice Prompts File Name

Default Copy Test Save Cancel Apply

2. Inthe Channel box, select the channel (camera) that you want to configure motion
detection settings for.

3. Select the Enable check box to enable motion detection for the selected channel.
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4. Next to Region, click Set to define the motion detection region. A grid appears over the
live view screen and the following dialog box appears:

e == IR

o L0 o L0

Zone Name [ )
Sensitivity D

Threshold e}

5. Set the Sensitivity level (0O-100) and Threshold level (0-100) for Regionl.

Sensitivity refers to the amount of change (as a percentage) in the image pixels
between frames. Moving the Sensitivity slider to the left decreases the sensitivity of the
motion detection and therefore more movement is required to trigger an event.
Threshold is the amount of motion required to trigger an event.

Note  The bestway to configure motion detection is to experiment with the
sensitivity and threshold settings while someone is walking in front of the
camera.

6. By default, motion detection Regionl covers the whole screen.

¢ Todisable motion detection in part of the image, drag the mouse over the area of
the image that you want to exclude. The areas not covered by red boxes are not
sensitive to motion.

¢ Tochange the threshold level in part of the image, select a different motion
detection region (Region2, Region3, or Region4), set the Threshold level for that
region, and then drag the mouse to define the region.

Right-click to return to the Setting menu.
8. Click Apply to save your settings.
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To set up motion detection periods:

1. Onthe Motion Detect tab, next to Period, click Set. The Set window opens.

Saturday

Default Cancel

2. Bydefault, when motion detection is enabled, it is active all the time. To modify the
periods when motion detection for the selected channel is active, on each day’s
timeline, click the half-hour blocks when you want motion detection to be disabled.
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3. Alternatively, for the day of the week that you want to configure, click Set. The Period
window opens.

d.

Current Date: Sunday

GEGGR 00 00 - 24: 00 =l

period2 z
period3 z
periods z
periods z
periods z
[ cp,

@ Al Sunday - Monday [ ] Tuesday [ ] Wednesday e Thursday = Friday = Saturday

OK

Set up to six periods in the day when you want the motion detection settings for the
selected channel to be active.

Select the check box next to each configured period to enable it.

To copy the settings to additional days, select the appropriate check box(es) under
Copy.
Click OK to return to the previous window.

4. Afteryou have finished setting up the motion detection periods, click OK.
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To set up motion detection event alarm actions:

1. Selectthe alarm actions that you want the system to initiate when a motion detection
event occurs:

Anti-dither

Alarm Out

Latch

Show Message

Alarm Upload

Send Email

Record
Channel

PTZ Activation

Delay

Tour
Snapshot
Buzzer

Log

Voice Prompts

Enter a value between 0 and 600 seconds. If anti-dither is set to 10
seconds, all motion detected within that period is treated as part of
the same event. This is to prevent multiple alarms, email
notifications, and so on, from being generated by the same event.
After the anti-dither period has ended, additional motion will be
treated as a new event, generating new alarm responses.

Select the check box to generate an alarm output signal, then select
the specific alarm output(s) that you want to enable.

Enter the number of seconds (0-300) that the system will delay
detecting new motion after the previous event has ended.

Select the check box to generate a pop-up message on your local PC.

Select the check box to upload an alarm signal to the network
(including to an alarm center and/or web client).

Select the check box to send an email notification. The DVR must be
set up to send emails. See Configuring Email Settings on page 75.

Select the channel(s) that you want to record.

Note You mustalso setthe motion detection (MD) recording
period in Setting > Storage > Schedule. See Configuring the
Video Recording Schedule on page 47.

Select the check box to activate PTZ functions, then click Set. The

PTZ Activation window opens:

OK [ Cancel
Foreach PTZ camera, select the preset, tour, or pattern that you want
to be called, then click OK.

Enter the number of seconds (10-300) that the system will continue
recording after the event has ended.

PTZ Activation

CAM1
CAM 3
CAMS5

CAM 2
CAM 4
CAM 6

Select the check box to start a tour of the selected channel(s).
Select the check box to take a snapshot of the selected channel(s).
Select the check box to activate a buzzer at the DVR.

Select the check box to create a log entry.

Selectthe checkboxtoenable avoice prompt. Then, in the File Name
box, select the audio file that you want to play.

Click Apply to save your settings.

To test the settings, click Test.

4. To copy the settings to additional cameras, click Copy, click the camera(s) that you
want to copy the settings to, and then click OK.
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Configuring Video Loss Settings

You can set up the DVR to generate an alarm response when the video signal from a camera

is lost.

To configure video loss settings:

1. Goto Main Menu > Setting > Event > Video Detect > Video Loss.

n -
Ty CAMERA

- NETWORK

==

R EVENT B, sToRAGE [} sYSTEM

FACE DETECT
ALARM
ABNORMALITY
ALARM OUTPUT

Default Copy

Channel
Enable

s 82809
Period

@ Alarm Out

@ Show Message
@ Record Channel
@PTZ Activation
@ Tour

@ Snapshot
@Buzzer

@ Voice Prompts

Set CAM AntiDither

]
® Alarm Upload @ Send Email
(412]3)
Set
]
V]
Ulog

File Narne (TN

Latch

Delay

Save Cancel Apply

2. Inthe Channel box, select the channel (camera) that you want to configure video loss
detection settings for.

Select the Enable check box to enable video loss detection for the selected channel.

4.  Next to Period, click Set, then set the period(s) when video loss detection will be active.

Select the alarm actions that you want the system to initiate when a video loss event
occurs:

CAM
AntiDither

Alarm Out

Latch

Show Message

Alarm Upload

Send Email

Record
Channel

Enter a value between 0 and 600 seconds. If anti-ditheris setto 10
seconds, allvideo loss incidents within that period are treated as part
of the same event.

Select the check box to generate an alarm output signal, then select
the specific alarm output(s) that you want to enable.

Enter the number of seconds (0-300) that the system will delay
detecting new video losses after the previous event has ended.

Select the check box to generate a pop-up message on your local PC.

Select the check box to upload an alarm signal to the network
(including to an alarm center and/or web client).

Select the check box to send an email notification. The DVR must be
set up to send emails. See Configuring Email Settings on page 75.

Select the channel(s) that you want to record.
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PTZ Activation

Delay

Tour
Snapshot
Buzzer
Log

Voice Prompts

Select the check box to activate PTZ functions, then click Set. The
PTZ Activation window opens:

CAM 2 Iv
CAM 4 Iv
CAM 6 I

PTZ Activation

 ——

Foreach PTZcamera, select the preset, tour, or pattern that you want
to be called, then click OK.

Enter the number of seconds (10-300) that the system will continue
recording after the event has ended.

Select the check box to start a tour of the selected channel(s).
Select the check box to take a snapshot of the selected channel(s).
Select the check box to activate a buzzer at the DVR.

Select the check box to create a log entry.

Selectthe checkboxtoenable avoice prompt. Then, in the File Name
box, select the audio file that you want to play.

6. Click Apply to save your settings.

7. To copy the settings to additional cameras, click Copy, click the camera(s) that you
want to copy the settings to, and then click OK.
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Configuring Video Tampering Settings

You can set up the DVR to generate an alarm response when a camera is moved or covered

up or when there is a sudden dramatic change in lighting.

To configure video tampering settings:

1.

SETTING

Ty CAMERA

7 NETWORK

Go to Main Menu > Setting > Event > Video Detect > Tampering.

TORAGE [ sYsTEM

vesooereet

FACE DETECT

ALARM
ABNORMALITY
ALARM OUTPUT

Default Copy

Channel

Enable Sensitivity

.
Period Set CAM AntiDither

]
@ Alarm Upload @ Send Email
(9121 3]
Set
V]
(]
@lLog

Fie Name (D

R4

@ Alarm Out Latch
@ Show Message
@ Record Channel
@PTZ Activation
@ Tour

@ Snapshot

@Buzzer

Delay

@ voice Prompts

Save Cancel Apply

In the Channel box, select the channel (camera) that you want to configure video

tampering detection settings for.

channel.

Select the Enable check box to enable video tampering detection for the selected

In the Sensitivity box, set the sensitivity level. This setting mainly has to do with

brightness. Select a value between 1 and 6, with 6 being the highest sensitivity. The
default setting is 3.

active.

Next to Period, click Set, then set the period(s) when video tampering detection will be

Select the alarm actions that you want the system to initiate when a video tampering

detection event occurs:

CAM
AntiDither

Alarm Out

Latch

Show Message

Enter a value between 0 and 600 seconds. If anti-dither is set to 10
seconds, all video tampering incidents within that period are treated
as part of the same event.

Select the check box to generate an alarm output signal, then select
the specific alarm output(s) that you want to enable.

Enter the number of seconds (0-300) that the system will delay
detecting new tampering after the previous event has ended.

Select the check box to generate a pop-up message on your local PC.
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Alarm Upload

Send Email

Record
Channel

PTZ Activation

Delay

Tour
Snapshot
Buzzer
Log

Voice Prompts

Select the check box to upload an alarm signal to the network
(including to an alarm center and/or web client).

Select the check box to send an email notification. The DVR must be
set up to send emails. See Configuring Email Settings on page 75.
Select the channel(s) that you want to record.

Select the check box to activate PTZ functions, then click Set. The

PTZ Activation window opens:

Cancel
Foreach PTZcamera, select the preset, tour, or pattern that you want
to be called, then click OK.

Enter the number of seconds (10-300) that the system will continue
recording after the event has ended.

PTZ Activation

CAM 1
CAM 3
CAM 5

CAM 2
CAM 4
CAM 6

Select the check box to start a tour of the selected channel(s).
Select the check box to take a snapshot of the selected channel(s).
Select the check box to activate a buzzer at the DVR.

Select the check box to create a log entry.

Selectthe checkboxtoenable avoice prompt. Then, in the File Name
box, select the audio file that you want to play.

7. Click Apply to save your settings.

8. To copy the settings to additional cameras, click Copy, click the camera(s) that you
want to copy the settings to, and then click OK.
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Configuring Diagnosis Settings

You can set up the DVR to generate an alarm response when video is blurry, overexposed, or
the color changes.

To configure diagnosis settings:

1. Goto Main Menu > Setting > Event > Video Detect > Diagnosis.

! !,,OAGE [ SYSTEM

FACE DETECT Channel -

ALARM s

Enable
ABNORMALITY
a4

ALARM QUTPUT Period —

Rule

@ Alarm Out ] Latch
@ Show Message @ Alarm Upload @ Send Email
@Buzzer BLog

@ voice Prompts File Name

Default Save Cancel Apply

2. Inthe Channel box, select the channel (camera) that you want to configure diagnosis
settings for.

3. Select the Enable check box to enable the diagnosis function for the selected channel.

Next to Rule, click Set. The Diagnosis window opens.

Stripe
Noise
Color Cast

Qut of Focus

Overexposure
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5.  Configure the following settings:

Stripe

Noise

Color Cast

Out of Focus

Overexposure

Setthe DVR's sensitivity to vertical, horizontal, or diagonal stripes
in the video (due to electronic interference or age of the device).

Setthe DVR’s sensitivity to video noise, including blurry video and
optical distortion.

Setthe DVR’s sensitivity to variations in normal RGB appearance.

Set the DVR'’s sensitivity to focus issues, including blurry video
and optical distortion.

Set the DVR's sensitivity to video brightness. If the brightness of
the entire image exceeds the defined threshold, the image is
overexposed.

6. Click OKto return to the previous window.

Next to Period, click Set, then set the period(s) when the diagnosis function will be
active.

8. Select the alarm actions that you want the system to initiate when a diagnosis event
occurs:

Alarm Out

Latch

Show Message

Alarm Upload

Send Email

Snapshot
Buzzer

Log

Voice Prompts

Select the check box to generate an alarm output signal, then select
the specific alarm output(s) that you want to enable.

Enter the number of seconds (0-300) that the system will delay
detecting new diagnoses after the previous event has ended.

Select the check box to generate a pop-up message on your local PC.

Select the check box to upload an alarm signal to the network
(including to an alarm center and/or web client).

Select the check box to send an email notification. The DVR must be
set up to send emails. See Configuring Email Settings on page 75.

Select the check box to take a snapshot of the selected channel(s).
Select the check box to activate a buzzer at the DVR.
Select the check box to create a log entry.

Selectthe checkboxtoenable avoice prompt. Then, in the File Name
box, select the audio file that you want to play.

9. Click Apply to save your settings.

10. To copy the settings to additional cameras, click Copy, click the camera(s) that you
want to copy the settings to, and then click OK.
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Configuring Face Detection Settings

You can set up the DVR to recognize human faces and generate an alarm response when a

face is detected.

To configure face detection settings:

1. Goto Main Menu > Setting > Event > Face Detect.

an o, — —_ \ \ T —— i
% CAMERA 7 NETWORK VEN 1B, sToRAGE [ sYSTEM

VDEODETECT  Channal D oo e EETI
B - 3

ALARM -
ABNORMALITY Eered Set

AR QUTEIT @ Alarm Out &

@ Send Email
& Record Channel (412]13]4]
@PTZ Activation Set

@ Snapshot (¥1213]4]
@Buzzer B@Log

@ Vvoice Prompts File Name

Default Save Cancel Apply

In the Channel box, select the channel (camera) for which you want to configure face
detection settings.

Select the Enable check box to enable face detection for the selected channel.

Next to Target Filter, click Set to set up the face detection area. Use your mouse to
move and resize the Max Size and Min Size frames.

Next to Period, click Set, then set the period(s) when face detection will be active.

Select the alarm actions that you want the system to initiate when a face detection
event occurs:

e Alarm Out Select the check box to generate an alarm output signal, then select
the specific alarm output(s) that you want to enable.

e Latch Enter the number of seconds (0-300) that the system will delay
detecting new faces after the previous event has ended.

¢ Send Email Select the check box to send an email notification. The DVR must be
set up to send emails. See Configuring Email Settings on page 75.

* Record Select the channel(s) that you want to record.

Channel Note You mustalso setthe Intelrecording period in Setting >

Storage > Schedule. See Configuring the Video Recording
Schedule on page 47.
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7.

e PTZ Activation

e Delay

e Snapshot
e Buzzer

e Log

¢ Voice Prompts

Select the check box to activate PTZ functions, then click Set. The
PTZ Activation window opens:

CAM 2 Iv
CAM 4 Iv
CAM 6 I

PTZ Activation

 ——

Foreach PTZcamera, select the preset, tour, or pattern that you want
to be called, then click OK.

Enter the number of seconds (10-300) that the system will continue
recording after the event has ended.

Select the check box to take a snapshot of the selected channel(s).
Select the check box to activate a buzzer at the DVR.
Select the check box to create a log entry.

Selectthe check boxtoenable avoice prompt. Then,in the File Name
box, select the audio file that you want to play.

Click Apply to save your settings.

8. To copy the settings to additional cameras, click Copy, click the camera(s) that you
want to copy the settings to, and then click OK.

Configuring Alarms

Before you configure the alarm settings, make sure you have connected alarm inputs and
outputs (light, siren, etc.) to the DVR.

There are five types of alarms that can be configured in the Alarm area:

Localalarms (see Configuring Local Alarms on page 95)

Network alarms (Configuring Network Alarms on page 97)

IP camera external alarms (Configuring IP Camera External Alarms on page 99)

IP camera offline alarms (Configuring IP Camera Offline Alarms on page 101)

Remote alarms (Configuring Remote Alarms on page 103)
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You can set up the DVR to generate an alarm response when a local alarm signal is received.

To configure local alarm settings:

1.

o & w DN

o

Go to Main Menu > Setting > Event > Alarm > Local.

VIDEO DETECT

T — L —— T — S
1% CAMERA 77 NETWORK iR EVEN B, sTorAGE [ sysTeEM

FACE DETECT

ABNORMALITY
ALARM OUTPUT

Alarm In - Alarm Name Alarm In1

Enable /] Type
[ ——

Period Set Anti-dither

@ Alarm Out (] Latch

@ Show Message & Alarm Upload @ Send Email
®Record Channel (912]3]4]

@ PTZ Activation Set Delay

@ Tour V]

@ Snapshot (412]3]4]

@Buzzer Elog

@ voice Prompts File Name

Default Copy Save Cancel Apply

In the Alarm In box, select the local alarm input that you want to configure.

If you want to rename the alarm, in the Alarm Name box, enter a new name.

Select the Enable check box to enable the local alarm function.

In the Type box, select the alarm input type: NO (Normally Open) or NC (Normally
Closed).

Next to Period, click Set, then set the period(s) when the local alarm will be armed.

Select the alarm actions that you want the system to initiate when a local alarm is
triggered:

Anti-Dither

Alarm Out

Latch

Show Message

Alarm Upload

Send Email

Enter a value between 0 and 600 seconds. If anti-dither is set to 10
seconds, all local alarms triggered within that period are treated as
part of the same event.

Select the check box to generate an alarm output signal, then select
the specific alarm output(s) that you want to enable.

Enter the number of seconds (0-300) that the system will delay
detecting new local alarms after the previous event has ended.

Select the check box to generate a pop-up message on your local PC.

Select the check box to upload an alarm signal to the network
(including to an alarm center and/or web client).

Select the check box to send an email notification. The DVR must be
set up to send emails. See Configuring Email Settings on page 75.

800-23287 - A-08/2017



96 | Performance Series HQA DVR User Guide

¢ Record
Channel

e PTZ Activation

e Delay

e Tour

e Snapshot
e Buzzer

e Log

¢ Voice Prompts

Select the channel(s) that you want to record.

Note You mustalso setthe Alarm recording period in Setting >
Storage > Schedule. See Configuring the Video Recording
Schedule on page 47.

Select the check box to activate PTZ functions, then click Set. The
PTZ Activation window opens:

CAM 2 Iv
CAM 4 I=
CAM 6 I

PTZ Activation

s

Foreach PTZcamera, select the preset, tour, or pattern that you want
to be called, then click OK.

Enter the number of seconds (10-300) that the system will continue
recording after the event has ended.

Select the check box to start a tour of the selected channel(s).
Select the check box to take a snapshot of the selected channel(s).
Select the check box to activate a buzzer at the DVR.

Select the check box to create a log entry.

Selectthe checkboxtoenable avoice prompt. Then, in the File Name
box, select the audio file that you want to play.

8. Click Apply to save your settings.

9. Tocopy the settings to additional cameras, click Copy, click the camera(s) that you
want to copy the settings to, and then click OK.
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Configuring Network Alarms

You can set up the DVR to generate an alarm response when a network alarm signal is
received.

To configure network alarm settings:

1. Goto Main Menu > Setting > Event > Alarm > Net.

SETTING

% CAMERA 77 NETWORK R EVENT B, sToRAGE SYSTEM

FACE DETECT Alarm In - Alarm Name Alarm In1
Enable “

ABNORMALITY
-_—
ALARM QUTPUT Period =

@ Alarm Out ] Latch sec.
@ Show Message @ Send Email

@ Record Channel (912]3]4]

@ PTZ Activation Set Delay sec.
@Tour ©

@ Snapshot (41213]4]

@Buzzer @log

@ Voice Prompts File Name

Default Copy Save Cancel Apply

In the Alarm In box, select the network alarm input that you want to configure.
If you want to rename the alarm, in the Alarm Name box, enter a new name.
Select the Enable check box to enable the network alarm function.

Next to Period, click Set, then set the period(s) when the network alarm will be armed.

o ok w N

Select the alarm actions that you want the system to initiate when a network alarm is
triggered:

e Alarm Out Select the check box to generate an alarm output signal, then select
the specific alarm output(s) that you want to enable.

e Latch Enter the number of seconds (0-300) that the system will delay
detecting new network alarms after the previous event has ended.

e Show Message Selectthe check box to generate a pop-up message onyour local PC.

¢ Send Email Select the check box to send an email notification. The DVR must be
set up to send emails. See Configuring Email Settings on page 75.

¢ Record Select the channel(s) that you want to record.

Channel Note You mustalso setthe Alarm recording period in Setting >

Storage > Schedule. See Configuring the Video Recording
Schedule on page 47.
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PTZ Activation

Delay

Tour
Snapshot
Buzzer
Log

Voice Prompts

Select the check box to activate PTZ functions, then click Set. The
PTZ Activation window opens:

CAM 2 Iv
CAM 4 Iv
CAM 6 I

PTZ Activation

 ——

Foreach PTZcamera, select the preset, tour, or pattern that you want
to be called, then click OK.

Enter the number of seconds (10-300) that the system will continue
recording after the event has ended.

Select the check box to start a tour of the selected channel(s).
Select the check box to take a snapshot of the selected channel(s).
Select the check box to activate a buzzer at the DVR.

Select the check box to create a log entry.

Selectthe checkboxtoenable avoice prompt. Then, in the File Name
box, select the audio file that you want to play.

7. Click Apply to save your settings.

8. To copy the settings to additional cameras, click Copy, click the camera(s) that you
want to copy the settings to, and then click OK.
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Configuring IP Camera External Alarms

If a connected IP camera is equipped with an alarm, you can set up the DVR to generate an
alarm response when an alarm signal is received from the camera’s external alarm.

To configure IP camera external alarm settings:

1. Goto Main Menu > Setting > Event > Alarm > IPC Ext.

SETTING

% CAMERA 7 NETWORK R EVENT B, sTorRAGE [ sysTeEM

FAcEneT=cr QTR D Ao ere  QEEEED
e Type

ABNORMALITY

ALARM OUTPUT Period (Sa Antidiher
Alarm Out TEAE Latch
Show Message Alarm Upload Send Email
Record Channel T2 EBI#FEBIE

PTZ Activation Delay

Tour T2 E&BE]
Snapshot T2IE & EE

Buzzer Log

oice Prompts File Name ([EREIINNNE

Default Copy Test Save Cancel Apply

2. Inthe Channel box, select the channel (camera) for which you want to configure
external alarm settings.

If you want to rename the alarm, in the Alarm Name box, enter a new name.
4. Select the Enable check box to enable the external alarm function.

In the Type box, select the alarm input type: NO (Normally Open) or NC (Normally
Closed).

6. Nextto Period, click Set, then set the period(s) when the external alarm will be armed.

Select the alarm actions that you want the system to initiate when an external alarm is

triggered:
¢ Anti-dither Enter a value between 0 and 600 seconds. If anti-dither is set to 10
seconds, all external alarms triggered within that period are treated
as part of the same event.
e Alarm Out Select the check box to generate an alarm output signal, then select
the specific alarm output(s) that you want to enable.
e Latch Enter the number of seconds (0-300) that the system will delay

detecting new external alarms after the previous event has ended.

e Show Message Selectthe check box to generate a pop-up message onyour local PC.
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Alarm Upload

Send Email

Record
Channel

PTZ Activation

Delay

Tour
Snapshot
Buzzer

Log

Voice Prompts

Select the check box to upload an alarm signal to the network
(including to an alarm center and/or web client).

Select the check box to send an email notification. The DVR must be
set up to send emails. See Configuring Email Settings on page 75.

Select the channel(s) that you want to record.

Note You mustalso setthe Alarm recording period in Setting >
Storage > Schedule. See Configuring the Video Recording
Schedule on page 47.

Select the check box to activate PTZ functions, then click Set. The

PTZ Activation window opens:

=

Foreach PTZcamera, select the preset, tour, or pattern that you want
to be called, then click OK.

Enter the number of seconds (10-300) that the system will continue
recording after the event has ended.

PTZ Activation

CAM 2
CAM 4
CAM 6

Select the check box to start a tour of the selected channel(s).
Select the check box to take a snapshot of the selected channel(s).
Select the check box to activate a buzzer at the DVR.

Select the check box to create a log entry.

Selectthe check boxtoenable avoice prompt. Then, in the File Name
box, select the audio file that you want to play.

Click Apply to save your settings.

To test the settings, click Test.

10. To copy the settings to additional cameras, click Copy, click the camera(s) that you
want to copy the settings to, and then click OK.
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Configuring IP Camera Offline Alarms

You can set up the DVR to generate an alarm response when an |IP camera is disconnected
from the DVR.

To configure offline alarm settings:

1. Goto Main Menu > Setting > Event > Alarm > IPC Offline.

SETTING

% CAMERA 77 NETWORK WmH EVENT B, sTORAGE [5 SYSTEM

Ec=pETECE (R D o ere QD
B ...

ABNORMALITY
ALARM OUTPUT Period ([T
Alarm Out TR Latch
Show Message Alarm Upload Send Email

Record Channel TEARARE

PTZ Activation Delay

Tour Z|BABIE
4 &

Snapshot

Buzzer

‘Voice Prompis File Name

Default Copy Test Save Cancel Apply

2. Inthe Channel box, select the channel (camera) for which you want to configure offline
alarm settings.

3. If youwantto rename the alarm, in the Alarm Name box, enter a new name.
4.  Select the Enable check box to enable the offline alarm function.
5. Nextto Period, click Set, then set the period(s) when the offline alarm will be armed.
6. Select the alarm actions that you want the system to initiate when an offline alarm is
activated:
e Alarm Out Select the check box to generate an alarm output signal, then select
the specific alarm output(s) that you want to enable.
e Latch Enter the number of seconds (0-300) that the system will delay

detecting new offline alarms after the previous event has ended.
e Show Message Selectthe check boxto generate a pop-up message onyour local PC.

e Alarm Upload Select the check box to upload an alarm signal to the network
(including to an alarm center and/or web client).

¢ Send Email Select the check box to send an email notification. The DVR must be
set up to send emails. See Configuring Email Settings on page 75.
* Record Select the channel(s) that you want to record.
Channel

Note You must also set the Alarm recording period in Setting >
Storage > Schedule. See Configuring the Video Recording
Schedule on page 47.
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e PTZActivation  Select the check box to activate PTZ functions, then click Set. The
PTZ Activation window opens:

CAM 2 Iv
CAM 4 Iv
CAM 6 I

PTZ Activation

 ——

Foreach PTZcamera, select the preset, tour, or pattern that you want
to be called, then click OK.

e Delay Enter the number of seconds (10-300) that the system will continue
recording after the event has ended.

e Tour Select the check box to start a tour of the selected channel(s).

e Snapshot Select the check box to take a snapshot of the selected channel(s).
e Buzzer Select the check box to activate a buzzer at the DVR.

e Log Select the check box to create a log entry.

¢ Voice Prompts Selectthecheckboxtoenableavoice prompt. Then,inthe File Name
box, select the audio file that you want to play.

Click Apply to save your settings.
To test the settings, click Test.

To copy the settings to additional cameras, click Copy, click the camera(s) that you
want to copy the settings to, and then click OK.

Note  You may need to add the IP cameras manually for the offline alarm function to
work. See Adding an IP Camera on page 65.
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You can set up the DVR to generate an alarm response when it detects a problem with the
[-View Now video verification software.

To configure remote alarm settings:

1. Goto Main Menu > Setting > Event > Alarm > Remote Alarm.

SETTING

% CAMERA 77 NETWORK Wh EVENT B, sToRAGE [5 sYSTEM

FACE DETECT

o & w DN

ABNORMALITY
ALARM OUTPUT

Alarm In - Alarm Name Alarm In1

Enable (/]

———.

Period Set

@ Alarm Out & Latch sec.
@ Show Message @ Send Email

@ Record Channel (912]314]

@FTZ Activation Set Delay sec.
@ Tour (9121 3]

@ Snapshot (412]3]4]

@Buzzer @lLog

@ oice Prompts File Name

Default Copy Save Cancel Apply

armed.

In the Alarm In box, select the remote alarm input that you want to configure.
If you want to rename the alarm, in the Alarm Name box, enter a new name.
Select the Enable check box to enable the remote alarm function.

Next to Period, click Set, then set the period(s) when the remote alarm function will be

6. Selectthe alarm actions that you want the system to initiate when a remote alarm is
activated:

Alarm Out

Latch

Show Message
Send Email

Record
Channel

Select the check box to generate an alarm output signal, then select
the specific alarm output(s) that you want to enable.

Enter the number of seconds (0-300) that the system will delay
detecting new remote alarms after the previous event has ended.

Select the check box to generate a pop-up message on your local PC.

Select the check box to send an email notification. The DVR must be
set up to send emails. See Configuring Email Settings on page 75.

Select the channel(s) that you want to record.

Note You mustalso setthe Alarm recording period in Setting >
Storage > Schedule. See Configuring the Video Recording
Schedule on page 47.
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e PTZActivation  Select the check box to activate PTZ functions, then click Set. The
PTZ Activation window opens:

CAM 2 Iv
CAM 4 Iv
CAM 6 I

PTZ Activation

 ——

Foreach PTZcamera, select the preset, tour, or pattern that you want
to be called, then click OK.

e Delay Enter the number of seconds (10-300) that the system will continue
recording after the event has ended.

e Tour Select the check box to start a tour of the selected channel(s).

e Snapshot Select the check box to take a snapshot of the selected channel(s).

e Buzzer Select the check box to activate a buzzer at the DVR.

e Log Select the check box to create a log entry.

¢ Voice Prompts Selectthecheckboxtoenableavoice prompt. Then,inthe File Name
box, select the audio file that you want to play.

7. Click Apply to save your settings.

8. To copy the settings to additional cameras, click Copy, click the camera(s) that you
want to copy the settings to, and then click OK.

Configuring System Event Settings

There are three types of system events that can be configured in the Abnormality area:

e HDD errors (Configuring HDD Event Settings on page 105)
* Network errors (Configuring Network Event Settings on page 106)
* Usererrors (Configuring User Event Settings on page 107)
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Configuring HDD Event Settings

To configure HDD event settings:

1. Goto Main Menu > Setting > Event > Abnormality > HDD.

o CAMERA 77 NETWORK iR EVENT B, sToRAGE SYSTEM

FACE DETECT S T NoHDD Iv

ot Enable a

A ——

ALARM OUTPUT

& Alarm Out ] Latch sec.
& Show Message @ Alarm Upload @ Send Email
@Buzzer ®Log

@ voice Prompts File Name

Save Cancel Apply

2. Inthe Event Type box, select the event type that you want to configure settings for: No
HDD, HDD Error, or HDD No Space.

3. Select the Enable check box to enable HDD error detection.

Select the alarm actions that you want the system to initiate when the selected event

occurs:
e Alarm Out Select the check box to generate an alarm output signal, then select
the specific alarm output(s) that you want to enable.
e Latch Enter the number of seconds (0-300) that the system will delay

detecting new HDD events after the previous event has ended.
e Show Message Select the check box to generate a pop-up message on your local PC.

e Alarm Upload Select the check box to upload an alarm signal to the network
(including to an alarm center and/or web client).

¢ Send Email Select the check box to send an email notification. The DVR must be
set up to send emails. See Configuring Email Settings on page 75.

e Snapshot Select the check box to take a snapshot of the selected channel(s).
e Buzzer Select the check box to activate a buzzer at the DVR.
e Log Select the check box to create a log entry.

e Voice Prompts Selectthecheckboxtoenableavoice prompt. Then,inthe File Name
box, select the audio file that you want to play.

5. Click Apply to save your settings.
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Configuring Network Event Settings

To configure network event settings:

1. Goto Main Menu > Setting > Event > Abnormality > Network.

SETTING

% CAMERA 77 NETWORK iR EVENT B, sToRAGE [ sYsTEM

VIDEO DETECT HDD Network

FACE DETECT Event Type Met Disco... |+

SEAR Enable /]

EEEEE o

ALARM OUTPUT

@ Alarm Out Y] Latch sec.
@ Show Message @ Send Email
@ Record Channel (9]213]4]

@Buzzer @lLog Delay sec.
@ Voice Prompts File Name [N NNES

Save Cancel Apply

2. Inthe Event Type box, select the event type that you want to configure settings for: Net
Disconnection, IP Conflicted, or MAC Conflicted.

Select the Enable check box to enable HDD error detection.
4.  Select the actions that you want the system to initiate when the selected event occurs:
e Alarm Out Select the check box to generate an alarm output signal, then select
the specific alarm output(s) that you want to enable.

e Latch Enter the number of seconds (0-300) that the system will delay
detecting new network events after the previous event has ended.

e Show Message Select the check box to generate a pop-up message on your local PC.

e Alarm Upload Select the check box to upload an alarm signal to the network
(including to an alarm center and/or web client).

¢ Send Email Select the check box to send an email notification. The DVR must be
set up to send emails. See Configuring Email Settings on page 75.

e Snapshot Select the check box to take a snapshot of the selected channel(s).

e Buzzer Select the check box to activate a buzzer at the DVR.

e Log Select the check box to create a log entry.

e Voice Prompts Selectthe checkboxtoenableavoice prompt. Then,inthe File Name
box, select the audio file that you want to play.

5. Click Apply to save your settings.
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Configuring User Event Settings

To configure user event settings:

1. Goto Main Menu > Setting > Event > Abnormality > User.

% CAMERA 77 NETWORK iR EVENT B, sToRAGE

FACE DETECT Event Type llegal Login |~ RatEal=lE)]
[EAEAE Enable (/] Lock Time

ALARM OUTPUT

@ Alarm Out Y] Latch

@ Send Email

@Buzzer ®Log

@ voice Prompts File Name

SYSTEM

C—
-

Save Cancel Apply

Select the Enable check box to enable illegal login detection.

In the Attempt(s) box, enter the number of failed login attempts allowed before the user
is locked out. Enter a value between 0 and 255.

4. Inthe Lock Time box, enter the number of minutes the lockout will last. Enter a value
between 0 and 60.

5. Select the actions that you want the system to initiate when the selected event occurs:

Alarm Out

Latch

Send Email

Buzzer
Log

Voice Prompts

Select the check box to generate an alarm output signal, then select
the specific alarm output(s) that you want to enable.

Enter the number of seconds (0-300) that the system will delay
detecting new illegal login events after the previous event has ended.

Select the check box to send an email notification. The DVR must be
set up to send emails. See Configuring Email Settings on page 75.

Select the check box to activate a buzzer at the DVR.
Select the check box to create a log entry.

Selectthe checkboxtoenable avoice prompt. Then, in the File Name
box, select the audio file that you want to play.

6. Click Apply to save your settings.
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Configuring Alarm Output Settings

You can letthe DVR activate and cancelalarm outputs automatically or you can control these
settings manually.

To configure alarm output settings:

1. Goto Main Menu > Setting > Event > Alarm Output.

T CAMERA 77 NETWORK i E B, sTorAGE [} sYSTEM

VIDEQ DETECT Alarm Type TRII83
FACE DETECT Auto [ X N )

@]
ALARM Manual aQ Qog

ABNORMALITY Stop 0O 00O

o |2 sss
—_——
Alarm Release 0K

Save Cancel Apply

2. Bydefault, each alarm output is set to Auto. When an event occurs, the DVR
automatically activates the alarm output. When the event ends, the DVR automatically
cancels the alarm.

e Tomanually activate an alarm output, select Manual, then click Apply.
e Tomanually cancelan alarm output, select Stop, then click Apply.
e Toclearallalarm output statuses, next to Alarm Release, click OK, then click Apply.

3. Click Save to exit.
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Configuring Storage Settings

This chapter contains the following sections:

e Configuring the Recording Schedule, page 109

e Configuring HDD Settings, page 111

* Configuring Record Settings, page 112

e Configuring HDD Diagnostic Settings, page 113

Configuring the Recording Schedule

You can set up the DVR to record video and snapshots to the hard drive all the time or only
when specific events occur (for example, when motion is detected or when an alarm is

triggered).

To configure the video recording schedule:

1. Goto Main Menu > Setting > Storage > Schedule > Record.

SETTING
i
T, CAMERA
HDD MANAGE
RECORD
HDD DETECT

- NETWORK

gm EVENT " A SYSTEM

Channel[[lllE) Pre-record CI sec.

Regular @vo
2 4

Jalarm Ompaalarm  Wintel

O Al g8 10 12 14 16 18 20 22

[=]
=)
]

4

WWWWWWW
i
sBBBBGG

M Sunday

™ Monday

M Tuesday

M Wednesday

™ Thursday
™ Friday

™ Saturday

Default Copy

Save Cancel Apply
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2. Onthe Record tab, in the Channel box, select the camera that you want to configure a
recording schedule for.

3. Inthe Pre-record box, enter a time between 0 and 30 seconds. For example, if the
pre-record time is set to 30 seconds, and a window is broken, triggering an alarm or
motion detection event, the DVR will preserve the previous 30 seconds of video,
potentially providing important context for the event.

4. Ifthe DVR has two HDDs, select the Redundancy check box to enable redundant
recording on the second HDD. This HDD must first be configured as redundant on the
HDD Manage page (see Configuring HDD Settings on page 111).

5. Atthetop of the scheduling table, select the check box of the recording type that you
want to schedule:

e Regular The regular recording schedule is indicated by a green bar.

e MD The motion detection recording schedule is indicated by a yellow bar.
e Alarm The alarm recording schedule is indicated by a red bar.

e MD&Alarm The motion detection and alarm schedule is indicated by a blue bar.
e Intel Intelligent identification recording, or Face Detection recording,

is indicated by an orange bar.

6. Click ordragthe mouse in the scheduling table to set a recording period. Alternatively,
click the gearicon at the right of the table, and set up to six recording periods per day.
To copy the settings to additional days, select the appropriate check box(es) under
Copy, and then click Save.

To delete a daily recording period, click the eraser icon at the right of the table.
Click Apply to save your settings.

To copy the settings to one or more additional cameras, click Copy, click the camera(s)
that you want to copy the settings to (or click All to select all cameras), and then click
OK.

To configure the snapshot recording schedule:

1. Goto Main Menu > Setting > Storage > Schedule > Snapshot

2. Follow the same steps as for configuring video recording (see steps 5 to 9 above).

Note  Afteryou have set up a recording schedule, apply the schedule to specific
cameras on the Record page (see Configuring Record Settings on page 112). If
you have scheduled an event recording type (MD, Alarm, MD&Alarm, Intel),
ensure that the specific events that you want to record are enabled (see
Configuring Event Settings on page 81).
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Configuring HDD Settings

On the HDD Manage page, you can view information about your hard drive(s), change the
drive type (read-write or read-only), and format a drive.

To configure HDD settings:
1. Goto Main Menu > Setting > Storage > HDD Manage.

SETTING

% CAMERA 77 NETWORK wm EVENT

SCHEDULE SATA 1 2
| HODMANAGE °-
RECORD
HDD DETECT

All Device Name Type Status Free Space/Total Space
All SATAA Read-write HDD 1+ Normal 0.00 MB/931.40 GB

Refresh Format Save Cancel Apply

SATA o indicates the current HDD is normal.
X indicates there is an error.
- indicates that there is no HDD.
? indicates that a HDD is damaged.

Device Name The HDD name.

Type The HDD type (read-write or read-only).

Status The current operating status of the HDD.

Free Space/ The amount of free space remaining on the HDD/
Total Space The total capacity of the HDD.

2. Thedriveis configured as read-write by default. To change it to read-only, in the Type
column, select Read-only HDD. The DVR restarts to apply the new setting.

3. Toeraseall data from the drive, click Format (the drive must be set to “read-write”
before you can format it). The message "Confirm format on the selected device?”
appears. Click OK to continue.
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Configuring Record Settings

On the Record page, you can specify which video record settings you want to apply to a
particular camera.

To configure record settings:

1. Goto Main Menu > Setting > Storage > Record.

% CAMERA 77 NETWORK wm EVENT

SCHEDULE Main Stream 1234
HDD MANAGE Auto [ X B N

_______Eer cooo

HDD DETECT Stop @0/ @@
Auto @I {BLE(21(3]
Manual @ (0 @H0I©)
Stop o eeoee@
Enable CINEENErE €
Disable O eoeo@®@®

Save Cancel Apply

2. Select the record settings (Auto, Manual, Stop) that you want to enable for each
camera for both the main stream and the secondary stream (sub stream).

3. Under Snapshot, enable or disable snapshot recording on each channel.
Click Apply, and then click Save to save your settings.

For example, if you have set up a video recording and snapshot schedule for Camera 1
(see Configuring the Recording Schedule on page 109), under column 1, Auto
(scheduled recording) should be selected for the main stream and/or sub stream, and
Snapshot should be set to Enable.
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Configuring HDD Diagnostic Settings

On the HDD Detect page, you can run diagnostic tests to measure hard drive performance
and generate reports of test results.

To run a diagnostic test on the HDD:

1. Goto Main Menu > Setting > Storage > HDD Detect > Detect.

% CAMERA 77 NETWORK iwm EVENT [ sysTEM

HDD MANAGE 157 Quick Detect |~ [COOIN SATA-1 |~ I

RECORD

'HDD DETE( ' Good  Bad [ Block
| = 414 MB

Detected HDD No. 1

Total Space 931.51 GB
Error 0

Current HDD 1

Detect Speed 450.00 GB/S
Process 100.00 %
Detect Time 00:00:02
Remaining Time ~ 00:00:00

2. Onthe Detect tab, in the Type box, select the diagnostic test that you want to run:
Quick Detect or Global Detect.

3. Inthe HDD box, select the HDD that you want to test.
Click Start Detect to start the diagnostic test.
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To view and/or back up the diagnostic test results:

1. Click the Report tab.

&
T, CAMERA

SCHEDULE

HDD MANAGE HDD Port No. Detect Type Start Time Capacity  Error
ECORD 2 Quick Detect ~ 2017-06-20 15:34:25 93151 GB 0

2. Selectthe report that you want to view from the list, and then click the View button n
(If the View button isn’t visible in the window, drag the scroll bar at the bottom of the list
to the right). The Details window opens.

I :Cll Cluick Detect |+ Backup to USB Devices

Good Bad [ Block
W =414MB

Detected HDD No. 1
Total Space 931.51 GB

Error 0

HDD Port No. 1

3. Inthe Details window, on the Detect Results tab, you can view a graphical depiction of
the HDD’s overall health. Any bad sectors are marked red.
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4. Tobackup thetestresults to an external USB storage device, ensure that a USB storage
device (such as a USB flash drive) in connected to one of the USB ports on the DVR, and
then click Backup to USB Devices.

5. Toview SM.AR.T. (Self-Monitoring, Analysis, and Reporting Technology) details, click
the S.M.A.R.T tab.

Port 1

Model ST1000YM002-1ET162
No.  W511INAXE

Status OK

Describe:

Smart ID Attribute Threshold Value WorstValue
Read Error Rate 115 100

Spin Up Time 99 98
Start/Stop Count 100 100
Reallocated Sector Count 100 100

Seek Error Rate 100 253
Power On Hours Count 100 100
Spin-up Retry Count 100 100
Power On/Off Count 100 100
End-to-End Error 100 100
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Configuring System Settings

This chapter contains the following sections:

e Configuring General System Settings, page 118

e Configuring Display Settings, page 123

* Configuring Pan/Tilt/Zoom Settings, page 126

e Configuring ATM/POS (Card Overlay) Settings, page 126

e Configuring Voice Settings, page 128

* Configuring Account Settings, page 130

e Configuring Automatic Maintenance Settings, page 136

e Exporting and Importing System Configurations, page 137
e Restoring Default Settings, page 139

e Upgrading the DVR, page 140
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Configuring General System Settings

Configuring Device Settings

To configure general settings:

1. Goto Main Menu > Setting > System > General > General.

SETTING

o7 CAMERA T NETWORK wm EVENT B, sToRAGE B3 svsTEM

DISPLAY

277

ATM/POS
VOICE
ACCOUNT
AUTO MAINTAIN
IMP/EXP
DEFAULT
UPGRADE

Device Name

Device No.

Language
Video Standard
HDD Full

Pack Mode Time Length |+ _min.

Instant Play min.

=z
7
O
<

o]
g
a

Auto Logout min.

& IPC Time Sync

i

.

& Navigation Bar
® Startup Wizard

Mouse Sensitivity Slow = Fast

Validity period of pass...  ELJNEIC=y

Default Save Cancel Apply

2. Onthe General tab, configure the following settings:

e Device Name Enter a device name for the DVR.

e Device No. Enter a device number for the DVR.

e Language Set the language of the user interface.

e Video Standard Setthe video standard to NTSC or PAL.

e HDD Full Set to Overwrite to continue recording when the HDD is full. Set

to Stop Record to stop recording when the HDD is full. The
default setting is Overwrite.

e Pack Mode Select either Time Length or File Length. Then specify a time
between 1 and 60 minutes (default is 60 min) or a file size (from
1 to 2048 MB).

¢ Instant Play Set the length of time to play back video using the realtime
playback function in live view mode. Specify a time between 5
and 60 minutes. The default setting is 5 min.

e Auto Logout Set the length of time the DVR waits before logging out an
inactive user. Specify a time between 0 and 60 minutes. The
default setting is 10 min.

e |PCTime Sync Enter the interval (in hours) at which the time on the connected
IP cameras will sync with the DVR system time.
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Select the check box to display the live view toolbar on the live
view screen. Clear the check box to hide the live view toolbar.

Select the check box to display the Startup Wizard at startup.
Clear the check box to bypass the Startup Wizard at startup.

Set the desired mouse speed using the slider.

Set the number of days that the login password will be valid
before it needs to be changed (None, 30, 60, 90).

3. Click Apply to save your settings.

Configuring Date and Time Settings

To configure the system time setting:

1. Goto Main Menu > Setting > System > General > Date&Time.

SETTING

% CAMERA 77 NETWORK wm EVENT B, sToRAGE B3 sYsTEM

DISPLAY

PTZ

ATM/POS
VOICE
ACCOUNT
AUTO MAINTAIN
IMP/EXP
DEFAULT
UPGRADE

Date Format  RRRREFIVEs'sIRY Time Format prECTelU]= ST
Date Separator -
System Time 2017-06 -20 | 11:19 :27 GMT+00:00 |~ Save

- 0002020
@ psT

DST Type O Week @ Date
EEL RN ol 2000 -01 -01 | 00 :00
SR Y 2000 -01 -01 | 00 : 00

—
@ NTP

Host IP time.windows.com Manual Update

Port

Interval

Default Save Cancel Apply

2. Onthe Date&Time tab, configure the following settings:

e Date Format

e Time Format

¢ Date Separator

e System Time

Select the date format that you want to use for the system time:
YYYY MM DD, MM DD YYYY, or DD MM YYYY.

Select the time format that you want to use for the system time:
24-Hour or 12-Hour.

Select the separator that you want to use for the system time:
period (), hyphen (=), or forward slash (/).

Enter the system time and time zone, and then click Save.

3. Click Apply to save your settings.
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To configure the Daylight Saving Time (DST) setting:
1. Onthe Date&Time tab, select the DST check box.
2. Specify when Daylight Saving Time begins and ends.

a. Since the specific dates change every year, select Week as the DST Type.

b. Setthe Start Time as Mar 2nd Su 02:00 (the second Sunday in March at
2:00 a.m.).

c. Setthe End Time as Nov 1st Su 02:00 (the first Sunday in November at 2:00 a.m.).
3. Click Apply to save your settings.

To synchronize the system time with the Network Time Protocol (NTP):
1. Ensurethatthe DVRis connected to the Internet.
2. Onthe Date&Time tab, select the NTP check box.

3. Inthe Host IP box, enter the IP address of the NTP server that you want to use (for
example, time.nist.gov).

4. Ensurethat Portis setto 123.

To change the frequency with which the system time synchronizes with the NTP server,
enter a new time in the Interval box. The default setting is 60 min.

6. Click Manual Update to manually synchronize your system time with the NTP server.

Click Apply to save your settings.

Configuring Holiday Settings

To add a holiday:

1. Goto Main Menu > Setting > System > General > Holiday.

SETTING

% CAMERA 7 NETWORK wm EVENT B, sTorRAGE SYSTEM

e Foide

DISPLAY

PTZ

ATM/POS
VOICE
ACCOUNT
AUTO MAINTAIN
IMP/EXP
DEFAULT
UPGRADE

Status

Add a Holiday
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On the Holiday tab, click Add a Holiday. The Add Holidays window opens.

Add Holidays
Hoicay Nare - QD

RepeatMode O Once @ Always
Holiday Range @ Date O Week
Start Time [EIAN

End Time [Blik

@ AddMore

Cancel

In the Holiday Name box, enter the name of the holiday that you want to add.
Set Repeat Mode to Once or Always.

Note If youwantthe DVR to recognize a particular day of the week as a holiday
year-round (for example, every Friday), set Repeat Mode to Always.

Set Holiday Range to Date or Week depending on whether you want to designate a
single day or one or more weeks as a holiday.

e |f Date is selected, enter the year, month, and day in the Start Time and End Time
boxes.

e If Week is selected, enter the year, month, week of the month (1st, 2nd, 3rd, 4th,
Last), and day.

If you want to add more holidays, select the Add More check box.

Click Add to add the holiday. The holiday is added to the list of holidays on the Holiday
tab and the status is set to Enable.
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To edit a holiday:

1. Onthe Holiday tab, select the holiday that you want to edit from the list of holidays,
then, under Operation, click the modify icon 7. The Change Holiday window opens.

Change Holiday

RepeatMode @ Once O Always
Holiday Range @ Date O Week
Start Time 2k

=LGRETEE 2017

OK Cancel

2. Enterthe desired changes, and then click OK.

To disable a holiday:

e Onthe Holiday tab, select the holiday that you want to disable from the list of holidays,
and then, under Status, select Disable.

To delete a holiday:

e Onthe Holiday tab, select the holiday that you want to delete from the list of holidays,
and then click the Delete icon %
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Configuring Display Settings

Configuring Display Settings

To configure the display settings:

1. Goto Main Menu > Setting > System > Display > Display.

% CAMERA 7 NETWORK wm EVENT B, sTorRAGE B3 sYsTEM

GENERAL Display Zero-Channel
_ e

PTZ & Channel Display

ATM/POS @ Criginal Rate

VOICE @ Preview Enhancement

ACCOUNT Transparency le===—==a %

AUTO MAINTAIN GEELIVIGL N 1024768 Iv
IMP/EXP Preview Mode

DEFAULT
UPGRADE

Default Save Cancel Apply

2. Onthe Display tab, configure the following settings:

e Time Display

e Channel Display

e Original Rate

¢ Preview
Enhancement
e Transparency

¢ Resolution

¢ Preview Mode

To display the current time in each channel window in live view
mode, select the check box. To hide the time, clear the check box.

To display the camera name, status, and channel number in each
channel window, select the check box. To hide the camera name,
status, and channel number, clear the check box.

Check to display the image in its actual size/proportion.

To enhance the display image, select the check box. To keep the
default settings, clear the check box.

Set the transparency of the graphical user interface (GUI) to a
value between O (totally opaque) and 100 (totally transparent).

Set the resolution of your display.You must restart the DVR for
new display resolution settings to take effect.

Select Show Face List to seeg, in live view mode, all the snapshots
taken as a result of face detection.

3. Click Apply to save your settings.
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Configuring Tour Settings

In a tour, the DVR cycles through different channel views. You can specify which views and
cameras you want to appear in the tour.

To configure a tour:

1. Goto Main Menu > Setting > System > Display > Tour.

ETTING

% CAMERA 77 NETWORK ir EVENT B, sTORAGE 3 SYSTEM

GENERAL Display Zero-Channel
— Enable - Interval _ sec.

A7z Video Detect (VSR [ Alarm
ATMIPOS Window Spit

VOICE
ACCOUNT
AUTO MAINTAIN
IMP/EXP
DEFAULT
UPGRADE

Channel Group

Add Modify Delete Move up  |Move down

Default Save Cancel Apply

2. Onthe Tour tab, select the Enable check box to enable the tour function.

In the Interval box, enter the amount of time in seconds that you want each view to appear
on the screen. The default setting is 5 seconds.

4. Do one of the following:

e Tocycle through all of the cameras in all of the available views, keep the default
settings.

* Tocreate a custom tour, for each view in the Window Split list (View 1, View 4, ...), clear
the check box on the top row of the Channel Group list to deselect all of the cameras
for that view, then select the cameras for each view that you want to appear in the tour.

For example, to create a tour showing only cameras 2, 3, and 5 in single-channel view,
set Window Split to View 1 and then select cameras 2, 3, and 5. There should be no
other cameras selected in View 1 or in any of the other views.

5. Ifyouwant, you can add, modify, or delete cameras from the Channel Group list. You can
only add cameras that do not already appear in the list. On some DVR models you can
change the Motion Tour Type and Alarm Tour Type from View 1 (single-channel view) to
View 4 (four-channel view).

6. Click Apply to save your settings.
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Configuring Zero-Channel Settings

The zero channel function lets you view several video sources on one channelin a web
browser, saving bandwidth and improving upload speeds.

To configure zero channel encoding:

1. Goto Main Menu > Setting > System > Display > Zero-Channel.

SETTING

% CAMERA 77 NETWORK Wwr EVENT B, sTORAGE SYSTEM

— Enable -
PTZ
ATM/POS Compression
VOICE Resolution
ACCOUNT Frame Rate(FPS)

AUTO MAINTAIN Bit Rate(Kb/S) 1024
IMP/EXP

DEFAULT

UPGRADE

I+

Default Save Cancel Apply

2.  Onthe Zero-Channel tab, configure the following settings:

¢ Enable Select the check box to enable the zero-channel function.

¢ Compression Select the desired video compression standard from the list.
The default setting is H.264.

¢ Resolution Select the desired video resolution from the list. The default
setting is D1.

* Frame Rate (FPS) Selectavalue between 1 and 30 (NTSC) or between 1 and 25
(PAL).

e Bit Rate (Kb/S) Select a value between 896 and 4096. The default setting is
1024,

3. Click Apply to save your settings.

4. Logintothe DVR remotely via a web browser, and then, in the lower right corner of the
main Preview window, click one of the available layout options, and select the range of
cameras that you want to view.

O O H H

The selected cameras will display in the selected layout in one of the channels.

800-23287 - A-08/2017



126 | Performance Series HQA DVR User Guide

Configuring Pan/Tilt/Zoom Settings

See Configuring PTZ Functions on page 39.

Configuring ATM/POS (Card Overlay) Settings

The ATM/POS (card overlay) settings allow the DVR to communicate with automated teller
machines (ATMs) and point of sale (POS) machines in a retail environment.

Configuring Net Settings
You can configure the network settings with or without the ATM/PQOS protocol.

To configure the network settings with the ATM/POS protocol:
1. Goto Main Menu > Setting > System > ATM/POS > Net.

SETTING

% CAMERA 77 NETWORK wm EVENT B, sToRAGE SYSTEM

DISPLAY Protocol ATM/POS  |» Current Snitier Mode is NET
B2

_ Qverlay Mode @Preview ®Record  Overlay Position Top Left Iv

VOICE Data Group [Data Group1 1~ Group1 1>

AUTO MAINTAIN Destination [P

IMP/EXP Record Channel ..96
StartPosition Length

DT Frame ID1 1 [ Data

UPGRADE Frame ID2 1 [ Daa
Frame ID3 1 Data
Frame D4 i [ Data
Frame ID5 1 Data
Frame D6 1 Data

Save Cancel Apply

2. Onthe Net tab, configure the following settings:
e Protocol Select ATM/POS.

¢ Overlay Mode The Preview and Record overlay modes are enabled by
default. Clear the check boxes if you want to disable them.

e Overlay Position  Select Top Left, Bottom Left, Top Right, or Bottom Right.

e Data Group Select the data group that you want to configure (Data
Groupl, Data Group2, Data Group3, Data Group4).
e Source IP/Port Enter the source IP and port. The source IP refers to the host

|P address that sends out the information.
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¢ Destination IP/ Enter the destination IP and port. The destination IP refers to
Port the IP address of the device that receives the information.

e Record Channel Select a camera.

e FramelD Configure up to 6 Frame IDs to ensure valid and legal
information.

Enter the StartPosition, Length, and Key. Click Data to enter
Start Position, Length, and Title information for up to four
fields, and then click Save.

3. Click Apply to save your settings.

To configure the network settings without the ATM/PQOS protocol:
1. Goto Main Menu > Setting > System > ATM/POS > Net.

SETTING

o7 CAMERA T NETWORK wm EVENT B, sToRAGE

DISPLAY Protocol m Current Sniffer Mode is NET
Rilr2 Overlay Channel EE&E&G

_ Overlay Mode @prreview ®Record  Overlay Position Top Left I
VOICE Source IP 6 .0 .0 .0 _

ACCOUNT
AUTO MAINTAIN
IMP/EXP
DEFAULT
UPGRADE

Destination IP g .0 .0 .0

Save Cancel Apply

2. Onthe Net tab, configure the following settings:

¢ Protocol Select POS.
e Overlay Channel Selectacamera.

e Overlay Mode The Preview and Record overlay modes are enabled by
default. Clear the check boxes if you want to disable them.

e Overlay Position  Select Top Left, Bottom Left, Top Right, or Bottom Right.

e Source IP/Port Enter the source IP and port. The source IP refers to the host
|P address that sends out the information.
¢ Destination IP/ Enter the destination IP and port. The destination IP refers to
Port the IP address of the device that receives the information.

3. Click Apply to save your settings.

800-23287 - A-08/2017



128 | Performance Series HQA DVR User Guide

Configuring Voice Settings

You can upload audio files that play when triggered by an event.

Configuring the Voice Files

In the File Manage tab, you can add audio files to the HDD, listen to audio files,
rename/delete audio files, and configure the audio volume.

To add an audio file to the HDD:
1. Goto Main Menu > Setting > System > Voice > File Manage.

SETTING
o CAMERA T NETWORK wm EVENT B, sToRAGE SYSTEM

GENERAL File Manage Schedule

DISPLAY 0 File Name Play Rename Delete
PTZ
ATM/POS

ACCOUNT

AUTO MAINTAIN

IMP/EXP
DEFAULT
UPGRADE

Volume

Click Add to import an audio file from a USB device. The Add window opens.
Select the audio file that you want to import, then click Import.

Click Apply to save your settings.
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Configuring the Voice Schedule

To configure the active schedule:

1

S

Go to Main Menu > Setting > System > Voice > Schedule.

SETTING

o CAMERA 7 NETWORK imm EVENT B sTORAGE

GENERAL File Manage Schedule

DISPLAY Period File Name
P12 s
ATMPOS 3
z
ACCOUNT =
o e
st s

UPGRADE

@ SYSTEM

min.
min.
min.
min.
min.

min.

Save Cancel Apply

In the Period box, define the time period(s) that you want the function to be active.
Select the check box to the left of the Period box to make it active.

In the File Name box, select the audio file that you want to play.

In the Interval box, enter the interval between playings of the audio file.

In the Repeat box, enter the number of times that you want the audio file to repeat.

Click Apply to save your settings.
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Configuring Account Settings

You can add, edit, or delete user accounts. By default, the DVR has an admin user account
and a default user account. The admin user account has permission to perform all the
operation and configuration functions of the DVR. The default user account only has

permission to monitor live video.

Configuring Users

To add a user account:

1. Goto Main Menu > Setting > System > Account > User.

SETTING

%% CAMERA 7 NETWORK wm EVENT B, sTorAGE

DISPLAY 2 UserMame Group Name Modify Delete Status

PTZ 1 admin admin & ¥  Login Local
ATM/POS 2 default user 7 %  Default User
VOICE

AUTO MAINTAIN
IMP/EXP
DEFAULT
UPGRADE

Add User

www.honeywell.com/security



Configuring System Settings | 131

2. Onthe User tab, click Add User. The Add User page opens.

passuord - QD

Confirm Password —

vero QD Uerirc QD
G D

Period

All
& ACCOUNT
& P1Z

& coLor
& CAMERA

& SYSTEM & DISCONNECT .. & DEFAULTEUPG...
& INFO ® MANUAL CONT... @& BACKUP

& STORAGE & EVENT & NETWORK

& CLEARLOG & sHUTDOWN

Save Cancel

3. Onthe Add User page, configure the following settings:

User Name
Password
Confirm Password
Memo

User MAC

Group

Period

Authority

Enter a user name for the account.

Enter a password for the account.

Re-enter the password.

Optionally, enter a brief description of the account.

Optionally, record the user's MAC address so that user can
only log in on a specific device on the network. If this field is
left blank, the user can log in on any connected device on the
network.

Assign the user to a group (admin, user, or another group that
you have defined).

Click Set, then, next to the day that you wantto configure, click
Set. Enter the period(s) when the account will be active, then
click OK. Click OK again to exit.

Assign privileges by selecting or clearing check boxes on the
System, Playback, and Monitor tabs.

Note By default, the user group is set up to allow a new user
to monitor live video from all cameras, play back
recorded video from all cameras, control PTZ cameras,
view information, manually control the DVR, back up
files, and adjust color settings. To assign additional
privileges, change the user settings on the Group tab.

4. Click Save to save your settings.
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To edit a user account:

1. Goto Main Menu > Setting > System > Account > User.

2. Onthe User tab, click the Modify icon .~ of the user account that you want to edit. The
Modify User page opens.

3. Onthe Modify User page, you can change any of the following settings:
e User Name
e Password
e User Group
e User MAC
¢ Memo
e Authority (System, Playback, Monitor)

4. When you have finished making changes, click Save to save your settings.

To delete a user account:
1. Goto Main Menu > Setting > System > Account > User.
2. Onthe Usertab, click the Delete icon ﬁ of the user account that you want to delete.

3. The message "Are you sure that you want to remove this?" appears. Click OK to delete
the account.

Note  You can only delete an account that you have created. You cannot delete the
admin and default user accounts.
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Configuring Groups

To add a user group:

1. Goto Main Menu > Setting > System > Account > Group.

SETTING

O CAMERA 7 NETWORK s EVENT B, sTorRAGE SYSTEM

Pl 2 Group Name Modify Delete Memo
PTZ 1 admin & ® administrator group
ATM/POS 2 user & ® user group

VOICE

AUTO MAINTAIN
IMP/EXP
DEFAULT
UPGRADE

Add Group

2. Onthe Group tab, click Add Group.

vero QD

[ ——
Authority

All
ACCOUNT @ sYsSTEM ® DISCONNECT.. @ DEFAULTEUPG..
PTZ @ nNFO @ MANUAL CONT... @ BACKUP

COLOR @ STORAGE @ EVENT @ NETWORK
CAMERA @ CLEARLOG 8 sHUTDOWN

\

\

Save Cancel
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3.  Onthe Add Group page, enter a name for the group in the Group Name box, enter a
description of the group in the Memo box, and then assign user permissions on the
System, Playback, and Monitor tabs.

4. Click Save to save your settings.

To edit a user group:

1. Goto Main Menu > Setting > System > Account > Group.

2. Onthe Group tab, click the Modify icon . of the user group that you want to edit. The
Modify Group page opens.

3. Onthe Modify Group page, you can change any of the following settings:
e Group
e  Group Name
e Memo
e Authority (System, Playback, Monitor)

4. When you have finished making changes, click Save to save your settings.

To delete a user group:
1. Goto Main Menu > Setting > System > Account > Group.
2. Onthe Group tab, click the Delete icon ﬁ of the user group that you want to delete.

3. The message "Are you sure that you want to remove this?" appears. Click OK to delete
the group.
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Configuring Security Questions

To configure security questions:

1. Goto Main Menu > Setting > System > Account > Secure Question.

O CAMERA ; s EVENT B, sToRAGE & SYSTEM

DISPLAY Please set a security guestion so that you can find the password of {admin) again.
PTZ -

ATM/IPOS (elV-E LR What's your favorite pet? Iv

VOICE

peonTm oo GO

-aa 444009494
AUTO MAINTAIN

(elV-E L 2 What's your first car model? [
IMP/EXP

DEFAULT

UPGRADE

[ —————

2. Inthe Question 1 and Question 2 boxes, select a question from the list or click
Customized to create a new security question.

In the Answer boxes, enter the answers.

4. Click Set to save your settings.
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Configuring Automatic Maintenance Settings

You can set up the DVR to automatically restart and/or to automatically delete old files.

To configure the auto reboot function:

1. Goto Main Menu > Setting > System > Auto Maintain.

SETTING

o CAMERA 77 NETWORK wm EVENT B, sToRAGE B3 sYSTEM

GENERAL

DISPLAY e =
PTZ Auto-Delete Old Files
ATM/IPOS T =
VQICE
ACCOUNT
IMP/EXP
DEFALLT
UPGRADE

Save Cancel Apply

2. Under Auto Reboot, select one of the following options: Never, Everyday, Sunday,
Monday, Tuesday, Wednesday, Thursday, Friday, or Saturday.

3. Click Apply to save your settings.

To configure the auto-delete old files function:

1. Under Auto-Delete Old Files, select Never or Customized.

2. If Customized is selected, in the Day(s) Ago box, enter the number of days to keep old
files before they are automatically deleted.

3. Click Apply to save your settings.
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Exporting and Importing System Configurations

You can export and/or import DVR system configurations if you are installing several DVRs
requiring the same setup.

To export a system configuration

1.
2.

Go to Main Menu > Setting > System > IMP/EXP.

Insert a USB storage device (such as a USB flash drive) into one of the USB ports on the
DVR. The Find USB device window opens.

Find USB device.

B hame:  sdal(USB DISK)
Capacity:  29.80 GB/29.80 GB(Free/Total)

File Backup Log Backup
Config Backup System Upgrade

Click Config Backup.

On the Config Backup page, click Refresh. The page populates with the details of the
storage device.

Click Export. A message appears confirming that the export was successful and the
system configuration file (named Config_[YYYYMMDDhhmmss]) is added to the file list.

0% CAMERA T NETWORK wm EVENT B, sTorAGE SYSTEM

GENERAL PEVETY NN sdal(USB DISK) I~ Refresh
DISPLAY Total Space  EEEDRCE) Free Space  (FRRINER)

PTZ [ S —

ATM/POS AL EES

VOICE Name Size Type Delete
ACCOUNT EConﬁg_20179621 132623 Folder P

AUTO MAINTAIN

DEFAULT
UPGRADE

MNew Folder Format Import Export
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To import a system configuration:

1. Inserta USB storage device containing a system configuration file (exported from
another DVR) into one of the USB ports on the DVR. The Find USB device window
opens.

Click Config Backup.

On the Config Backup page, click the configuration file that you want to import (named
Config_[YYYYMMDDhhmmss]), and then click Import.

4. Restart the DVR to apply the new settings.

To format an external USB storage device:

1. Goto Main Menu > Setting > System > Config Backup.

2. Inserta USB storage device (such as a USB flash drive) into one of the USB ports on the
DVR. The Find USB device window opens.

3. Click Config Backup.

On the Config Backup page, click Refresh. The page populates with the details of the
storage device.

Click Format.

The message "Confirm format on the selected device?" appears. Click OK to format the
storage device.
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Restoring Default Settings

You can restore camera, network, event, storage, and system default settings.

Note  Restoring the default settings with cause all changes to the system menu
color, language, time display mode, video format, IP address, and user
accounts to be lost.

To restore default settings:

1. Goto Main Menu > Setting > System > Default.

OT CAMERA
T3 CAMERA

GENERAL Please select setting entries that you want to default.

DISPLAY —
s Select All /]

‘ CAMERA & NETWORK /]
ATM/POS
EVENT & STORAGE V]
VOICE ©

SYSTEM
ACCOUNT
AUTO MAINTAIN
IMP/EXP

UPGRADE

Factory Default Save Cancel Apply

2. Select the check boxes of the items that you want to restore to their default settings, or
click Select All to restore all of them to their default settings.

3. Click Apply to save your settings.
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Upgrading the DVR

You can upgrade the system firmware locally at the DVR.

To upgrade the firmware:

1. Goto Main Menu > Setting > System > Upgrade.

SETTING

O3 CAMERA 77 NETWORK gy EVENT B, sToRAGE

GENERAL [ UPGRADE =~ N

DISPLAY If you need to upgrade system now,please insert USB upgrade disk then press
PTZ the start button to start upgrade.Don't shut down the power during upgrade!

ATM/POS

VOICE
ACCOUNT

AUTO MAINTAIN

IMP/EXP

DEFAULT

2. Inserta USB storage device (such as a USB flash drive) containing the new firmware
into one of the USB ports on the DVR. The Find USB device window opens.

Find USB device.

B hame:  sdal(USB DISK)
Capacity:  29.80 GB/29.80 GB{Free/Total)

File Backup Log Backup
Config Backup System Upgrade

3. Click System Upgrade.

On the Upgrade page, click Start. The System Upgrade window opens.

Select the firmware file from the file list, and then click Start.
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Viewing Information

This chapter contains the following sections:

Viewing System Information, page 141
Viewing Event Information, page 148
Viewing Network Information, page 148
Viewing Log Information, page 152

Viewing System Information

In the system information interface you can view HDD information, record information, bit
stream statistics, channel information, and version details.

Viewing HDD Information

To view HDD information:

Go to Main Menu > Info > System > HDD Info.

RECORD
REC ESTIMATE
BPS

CHANNEL INFO Total Space Free Space Status SMART
931.40 GB 0.00 MB : :
VISR ReadWrite  931.40 GB 0.00 MB Normal  Normal
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2. Referto the following table to interpret the HDD information:

SATA o indicates the current HDD is normal.
X indicates there is an error.
- indicates that there is no HDD.
? indicates that a HDD is damaged.

Type Indicates the HDD type (for example, Read/Write).

Total Space Indicates the total capacity of the HDD.

Free Space Indicates the amount of free space remaining on the HDD.
Status Indicates the operating status of the HDD.

S.M.AR.T. Indicates S.M.A.R.T (Self-Monitoring, Analysis, and Reporting

Technology) status.

3. Inthe list of HDDs, double-click an HDD to view more details.

Port 1

Module  WDCWD10EURX-73FH1Y0
Serial No. WD-WMC1U8912682
Status OK

Describe:

Attribute Threshold Value Worst Status
Read Error Rate 51 200 200
Spin Up Time 21 149 135
Start/Stop Count 100 100
Reallocated Sector Count 200 200
Seek Error Rate 200 200
Power On Hours Count 94 94
Spin-up Retry Count 100 253
Calibrate Retry Count 100 253
Power On/Off Count 100 100
Power-Off Retract Cycle 200 200
193 Load/Unload Cycle Count 200 200
194 Temperature 107 95
196 Reallocated Event Count 200 200
197 Current Pending Sector Count 200 200
198  Off-line Scan Uncorrectable Count 100 253

OO0 00000000

4. Right-click to return to the previous screen.
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Viewing Recording Information

To view recording information:

Go to Main Menu > Info > System > Record.

B sYsTEM
HDD

REC ESTIMATE
BPS

CHANNEL INFO
VERSION

On the Record Info page, you can view the start and end times for recorded video.

jm® EVENT

SATA

1

[73 NETWORK

Start Time
2017-11-13 20:07:09
2017-11-17 04:17:36
2017-11-13 20:07:09
2017-11-14 07:14:35
2017-11-15 10:47:07
2017-11-16 09:06:27

Viewing Information | 143

End Time
2017-11-18 13:10:57
2017-11-18 13:10:57
2017-11-14 07:14:34
2017-11-15 10:47:14
2017-11-16 09:06:34
2017-11-17 04:17:44
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Estimating Recording Time and Space

You can calculate the amount of recorded video that can be stored recording time based on
the available HDD space, or you can calculate the HDD space needed for a given recording
time.

To estimate recording time:

1.

Go to Main Menu > Info > System > Rec Estimate.

L SYSTEM jg® EVENT [73 NETWORK

HDD Channel Edit  Bit Rate(Kb/S) Record Time Resolution
RECORD 1 2048 1920*1080(1080P)
1280*720(720P)
_ 1280*720(720P)
BPS 1280*720(720P)
1280*720(720P
CHANNEL INFO 1280*7205720P;

VERSION

<
Known Space ]  Known Time

capacy CRENENND ™ - CHENNNN e [ Seect

T O

| s - . .
Note: The record estimation data here is for reference only. Please be cautious
| when you are calculating record period.

For each channel, click the Edit button ', specify the Resolution, Frame Rate, Bit
Rate, and Record Time of the channel (in days), and then click OK.

In the Known Space area, click Select, select the HDD(s) that you plan to record to, and
then click OK.

The DVR will estimate how much how many days of recorded video can be stored on the
HDDC(s). Please note that this is an estimate only.

To estimate recording space:

Go to Main Menu > Info > System > Rec Estimate

For each channel, click the Edit button, specify the Resolution, Frame Rate, Bit Rate,
and Record Time of the channel (in days), and then click OK.

Click the Known Time tab.
In the Time box, enter the number of days you want to record video for.

Based on the HDD capacity, the DVR will estimate how much storage space will be
required for the number of days of recorded video.
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Viewing Data Stream Information

To view data stream information:

¢ Goto Main Menu > Info > System > BPS.

B SYSTEM " g EVENT FANETWORK '@

HDD Channel Kb/S Resolution
RECORD 1 2020 192071080
RECESTIMATE 2 72 12807720
CHANNELINFO 4 Utz
5
6

0 --
VERSION 0

On the BPS page, you can view the current video data stream rates and resolutions for
each channel.
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Viewing Channel Information

To view channel information:

¢ Goto Main Menu > Info > System > Channel Info.

1080P @

1]

REC ESTIMATE
sEs
- L+ |

VERSION

On the Channel Info page, you can view the resolution for each channel and whether or
not it is working correctly.
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Viewing Version Information

To view version information:

e Goto Main Menu > Info > System > Version.

| =3 NETWORK

Device Model HRHQ104*
RECORD Record Channel 6
REC ESTIMATE Alarm In 8
BPS Alarm Out 3
CHANNEL INFO Hardware Version V1.0
System Version 1.000.HW00.0
Build Date 2017-6-9
Web 3.2.7.76382
SN 000000000000000000
Onvit Server Version 2.42(v/1.1.0.404030)
Onvif Client Version 2.4.1

On the Version page, you can view the DVR model type, number of channels, number of
alarm inputs and outputs, hardware version, firmware version, build date, web client
version, serial number, and ONVIF version.
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Viewing Event Information

To view event information:

¢ (Goto Main Menu > Info > Event.

Alarm Type

Refresh

On the Event page, you can view event information at the device level and at the
channel level. Click Refresh to view the most up-to-date information.

Viewing Network Information

In the network information interface you can view and/or block online users, view network
data transmission details, and perform network tests.

Viewing Online Users

You can view the user name, IP address, and login time of all online users. You can also block
an online user for a specified period of time.
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To view online users:

¢ (Goto Main Menu > Info > Network > Online Users.

User Name User Login Time
There is no onlin...

Note Every five seconds, the DVR system detects newly added or dropped users, and
updates the list of online users.

To temporarily block an online user:

1. Goto Main Menu > Info > Network > Online Users.

2. Click the Block icon in the user list, and then, in the Block box at the bottom of the
screen, enter the amount of time that you want to block the user for. You can enter up to
65535 seconds (18.2 hours).
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Viewing Network Load Information

To view network load information:

* Goto Main Menu > Info > Network > Load.

~ L SYSTEM g EVENT P NETW
= L]

ONLINE USERS Name MAC Address Status IP Address Type MTU

_ LAN1 20:13:12:26:12:23  Succeed 192.168.1.108 Ethernet 1500

TEST

On the Load page, you can view the network adapter name, MAC address, status
(Succeed or Failed), device IP address, network type, and maximum transmission unit
(MTU) value.

Select the network adapter (LAN1) to monitor its send and receive speed.
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Viewing Network Test Information

To test the network:

1. Goto Main Menu > Info > Network > Test.

gyg-rEM fgm EVENT (B3 NETWORK ‘B LOG

ONLINE USERS m
Lo = Ilm—=
DEST resimesu

Metwork Snifter Packet Backup
ENEENNEIUEN sdal(USB DISK) Iv Refresh

Address J Browse

Name P Sniffer Packet Size Sniffer Packet Backup
LAN1 192.168.1.108 0KB

2. Onthe Test page, under Network Test, enter a valid IPv4 address or domain name in
the Destination Address box, and then click Test.

The test result displays the average delay and packet loss rate. It also indicates if the
network status is OK, Bad, or No Connection.

To back up network packet data to an external USB storage device:

1. Inserta USB storage device (such as a USB flash drive) into one of the USB ports on the
DVR.

2. Onthe Test page, under Network Sniffer Packet Backup, click Refresh. The connected
USB storage device should appear in the Device Name box.

If you want, click Browse to set the saving path.

4. Inthe network devices list, in the Sniffer Packet Backup column, click the green arrow
button to start capturing the data. Click the button again to stop capturing the data.
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Viewing Log Information

To view log information:

1. Goto Main Menu > Info > Log.

L

Type All

Start Time
End Time

Log Time
2017-06-20 04:33:07
2017-06-20 04:34:01
2017-06-20 08:18:47
2017-06-20 08:18:47
2017-06-20 08:18:53
2017-06-20 08:18:53
2017-06-20 08:18:53
2017-06-20 08:18:54
2017-06-20 08:19:28
2017-06-20 08:26:16
2017-06-20 09:08:08
2017-06-20 09:20:15

B LoG

(Ed

2017-06 -20 | 00 :00:00
2017-06 -21 | 00 :00 : 00

Details Search

Event

HDD Amount<0=, Current Working HDD<->
User logged in.<admin>

Shutdown [17-06-19 16:39:08]

Reboot with Flag [0x01]

<Video Loss: 2>

<Video Loss: 3>

<Video Loss: 4>

HDD Amount<0=, Current Working HDD<->
User logged in.<admin>

Find USB device.[2017-06-20 08:26:16]
User logged out.<admin>

User logged in.<admin>

B races
Backup Clear

2. Inthe Type box, select a specific log type to view (System, Config, Storage, Alarm,
Record, Account, Clear, Playback) or select All to view all logs.

3. Inthe Start Time and End Time boxes, enter the time period to search, then click Search.
The search results are displayed in an ordered list. The DVR can save up to 1024 log files.

4. Toview more details about a log entry, click Details.

Detailed Information

2017-06-20 08:18:53
Alarm Type-->Video Loss

Log Time
Log Type

Video Loss
Event Begin
<2>

2017-06-20 08:18:53

Event Type
Event Action
Channel
Start Time

Channel Playback
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To back up log information to an external USB storage device:

1.

Insert a USB storage device (such as a USB flash drive) into one of the USB ports on the
DVR. The Find USB device window opens.

Find USB device.

B hame:  sdal(USB DISK)
Capacity:  29.80 GB/29.80 GB(Free/Total)

File Backup Log Backup
Config Backup System Upgrade

Click Log Backup.

On the Log page, click Backup. The log file (FileLog.txt) is located in a folder named
Log_[YYYYMMDDhhmmss] on your storage device.
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Connecting Alarm Input/Outputs

This appendix contains the following sections:

e Before Connecting Alarm Inputs and Outputs, page 155

e Alarm Input and Output Rear Panel Connections, page 155
e Guidelines for Connecting Alarm Input Ports, page 156

e Guidelines for Connecting Alarm Output Ports, page 156

Before Connecting Alarm Inputs and Outputs

e Ensure that the alarm input mode is set to ground.

¢ Ensure that the signalis grounded.

e Thealarm inputs require low-level voltage signals.

e Thealarm input mode is set to either NC (normally closed) or NO (normally open).

e Usearelayif you are connecting two DVRs, or a DVR plus another device, to separate
them.

e Thealarm output port should not be directly connected to a high-power load. The load
should be less than 1 Ato avoid damage.

¢ Use the contactor to make the connection between the alarm output port and the load.

Alarm Input and Output Rear Panel Connections

The connections for the alarm input and output channels are described below:

Input/Output Description

ltol6 Alarms inputs 1 to 16. The inputs becomes active with low voltage.
NO1 C1,NO2C2, Normally open activation outputs (on/off)

NO3C3

L Ground
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Guidelines for Connecting Alarm Input Ports

e Ground alarm inputs. Choose from normally open (NO) or normally closed (NC).

e Connectthe COM end and GND end of the alarm detector in parallel. Supply external
power to the alarm detector.

e Connect the ground of the DVR and the ground of the alarm detector in parallel.
¢ Connect the NC port of the alarm sensor to the DVR alarm input.

e Usethe same ground as the DVR if you are supplying external power to the alarm device.

Guidelines for Connecting Alarm Output Ports

¢ Provide external power to external alarm device.

e To prevent overloading, carefully review the following relay specifications:

Material Nickel/silver contacts with gold plating
Rated switch capacity 30VDC2A;125VAC LA
Maximum switch power 125VA 160W

Rating

(Resistance Load) Maximum switch voltage 250V AC; 220V DC
Maximum switch currency LA

Between touches with same polarity 1000V AC/1 minute

Insulation Between touches with different polarity 1000V AC/1 minute
Between touch and winding 1000V AC/1 minute

Surge voltage Between touches with same polarity 1500V (10 x 160 us)

Length of open time 3 ms maximum

Length of closed time 3 ms maximum

Longevity Mechanical 50 x106 times (3 Hz)
Electrical 200 x 1030 times (0.5 Hz)

Temperature —40°F to 158°F (-40°C to 70°C)

www.honeywell.com/security



Installing Hard Drives

This appendix contains the following sections:

e Installing a Hard Drive, page 157
e Listof Compatible SATA HDDs, page 158

Installing a Hard Drive

On some HRHH DVR models, you can install an additional hard disk drive (HDD). For a list of
compatible HDDs, see the List of Compatible SATA HDDs on page 158. A 7200 rpm or higher
HDD is recommended.

A CAUTION Risk of electric shock. Disconnect power before removing cover.

To install an additional HDD:

1. Ifthe DVRis connected to a power source, disconnect it before continuing.

2. Remove the top cover from the DVR housing by removing the four screws securing it to
the housing and then sliding the cover backwards.

3. Connectthe SATA and power cables to the new HDD.

4.  Position the new HDD over the four open screw holes in the base of the housing,
adjacent to the existing HDD.
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5. Turnover the DVR housing and 1 - 0o moa o
secure the new HDD to the housing e o > 5 o o .
) ) s ®@ © "e° _—
using the four supplied HDD ! °
mounting screws. \’/ % - @ A
| ® ® © 06 o o DI
6. Attach the HDD to housing with the e = 0 8w

four screws removed in step 4.

7. Replace the DVR top cover on the
DVR housing and secure it with the
four screws removed in step 2.

List of Compatible SATA HDDs

The DVR is compatible with a wide range of 3.5-inch SATA hard drives (up to 6 TB).
A partial list of compatible hard drives is shown below.

Manufacturer Series Model Number Capacity
Seagate Video 3.5 HDD ST1000VM002 1TB
ST2000VMO003 27TB
ST3000VM002 37B
ST4000VMO000 47TB
SkyHawk™ ST1000VX005 1TB
ST2000VX008 27TB
ST3000VX010 37B
ST4000VX007 47TB
ST6000VX0023 6TB
Sv3s5™ ST1000VX000 17TB
ST2000VX000 278
ST2000VX002 27TB
ST3000VX000 37B
Western Digital WD Purple™ WD10PURZ 17B
WD20PURZ 278
WD30PURZ 37TB
WD40PURZ 47TB
WD60PURZ 6TB
Toshiba MDO3ACA-V MDO3ACA200V 27TB
MDO3ACA300V 3TB
MDO3ACA400V 47TB
DTO1ABA-V DTO1ABA10OOV 17B
DTO1ABA200V 27B
DTO1ABA300V 3TB
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